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Presente —

REF: Evaluacion técnica final convocatoria pablica 008-2026

Respetada doctora lvette:

Atentamente se remite la evaluacion técnica final de las propuestas recibidas en el marco de la convocatoria
publica 008-2026 cuyo objeto es: “Adquirir equipos activos de red switches y access points, incluyendo
hardware, licenciamiento, garantia y soporte técnico integral, con el fin de garantizar la disponibilidad,
seguridad, escalabilidad y el 6ptimo rendimiento de los servicios de red en las sedes de la Universidad
Distrital Francisco José de Caldas, conforme con las condiciones y especificaciones técnicas establecidas ”,

como resultado se presenta el siguiente resumen:

1. CONSOLIDADO DE EVALUACION TECNICA

Las tres empresas oferentes se encuentran habilitadas técnicamente, a continuacion, se presenta la

UDNET-237-2026

ITEM | PROPONENTE | EVALUACION TECNICA
1 AXITY S.AS. Habilitada
2 MCO GLOBAL S.A.S. Habilitada
3 NETMASK S.A.S Habilitada

verificacion de los requisitos habilitantes de la misma:
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puertos Non-Blocking
para conector LC de
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<
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§ negociacion cte-en.html O cte-en.pdf o : o
Z automatica

(SFP/SFP+/SFP28)

Switch Core
24 Puertos

Debe tener minimo 4
puertos 40/100 GE
(QSFP+/QSFP28) para
uplinks de alta
velocidad.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9500-series-

switches/nb-06-cat9500-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-
switches/nb-06-cat9500-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf

Switch
Core 24
Puertos

Debe soportar
configuraciones de
apilamiento virtual,

https://www.cisco.com/c/en/us/products/
collateral/switches/catalyst-9500-series-

ICUMPL| CUMPLE

https://www.cisco.com/c/en/us/td/docs/swi
tches/lan/catalyst9500/software/release/17

ICUMPL| CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf
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de Core/distribucion
como si fueran el
mismo switch légico.
https://www.cisco.com/c/en/us/products/c . .
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configurar los switches/nb-06-cat9500-ser-data-sheet- https://www.cisco.com/c/en/us/td/docs/swi h q /catélystQéOO Jsoftware/release/17-
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* SSH v2 - . ) 3
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0_cg/configuring_secure_shell__ssh_.html = -C0-p
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El equipo debe ser
“non-blocking”, esto
es, que la matriz de
2 conmutacion permita
S simultaneamente el
g manejo de todos los https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | w
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S sin bloquearse o sin S B cte-en.pdf 3 cat9500-ser-data-sheet-cte-en.pdf B
5 presentar
"g sobresubscripcion, es
@« decir que el equipo
soporte minimo 2.0
Thps en switching
capacity.
Los equipos deben https://www.cisco.com/c/en/us/products/
2 poder realizar collateral/switches/catalyst-9500-series-
S apilamiento switches/nb-06-cat9500-ser-data-sheet- https://www.cisco.com/c/en/us/products/collateral/
T (agrupacion o chasis cte-en.html . . switches/catalyst-9500-series-switches/nb-06-
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® 8 | cable y médulos https://www.cisco.com/c/en/us/td/docs/s | = switches/nb-06-cat9500-ser-data-sheet- s s
8 propios del fabricante witches/lan/catalyst9500/software/releas 8 cte-en.ndf 8 https://www.cisco.com/c/en/us/products/collateral/ 8
5 requeridos para su e/17- P interfaces-modules/transceiver-modules/datasheet-
"g correcto 9/configuration_guide/ha/b_179_ha_950 €78-736282.pdf
@« funcionamiento y 0_cg/configuring_cisco_stackwise_virtu
deberén ser incluidos. al.html
» . https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
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switches/nb-06-cat9500-ser-data-sheet- switches/nb-06-cat9500-ser-data-sheet-
cte-en.html cte-en.pdf
- Soporte de IPv6 y
E " ﬁz;l{ﬁgleentg IEZGS:n https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c w e e w
82 12 . dy que s collateral/switches/catalyst-9500-series- | | ollateral/switches/catalyst-9500-series- o P "t h /' tal 't 0500-seri P itches/nb-06 o
53 requiere cesemperio switches/nb-06-cat9500-ser-data-sheet- | =|  switches/nb-06-cat9500-ser-data-sheet- | =| ~ SWICNES/CAIBYSI-E9U0-SerIes-Switchesinb-05- 2
Sa sin sobresuscripcion 2 2 cat9500-ser-data-sheet-cte-en.pdf 2
s trafico v servicios cte-en.html O cte-en.pdf o (S}
3 para y
1PV6.
w” Debe soportar las
e siguientes
é funcionalidades de
enrutamiento para https://www.cisco.com/c/en/us/products/ | W] https://www.cisco.com/c/enfus/products/c | A w
S multicast en ISVG: co?lateraI/switches/catalyst-950%-series- z o‘IJIateraI/switches/catalyst—QSO%-series- T https._//www.usc&com/c/en/ l.JS/ prod_ucts/collateral/ T
[ 13 3 s N S| switches/catalyst-9500-series-switches/nb-06- =
S * Protocol Independent | switches/nb-06-cat9500-ser-data-sheet- | S| switches/nb-06-cat9500-ser-data-sheet- S cat9500-ser-data-sheet-cte-en.pdf S
g Multicast cte-en.html o cte-en.pdf o P o
=] « PIM in Source
H Specific Multicast
(PIM-SSM)
< o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
é < S 14 Soportar minimo collateral/switches/catalyst-9500-series- T ollateral/switches/catalyst-9500-series- T hns;{{mg;fos‘f_ g?égi:’rl:zg_’sr&?; ;t:{;s:]l_aégr_al/ T
2 8 § 64000 rutas IPv4 ARP | switches/nb-06-cat9500-ser-data-sheet- % switches/nb-06-cat9500-ser-data-sheet- % catQSOOYs er-data-sheet-cte-en.pdf %
cte-en.html O cte-en.pdf o i O
< o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . . w
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UE, 8 § VLAN ID. switches/nb-06-cat9500-ser-data-sheet- % switches/nb-06-cat9500-ser-data-sheet- % catQSOOYser- data-sheet-cte-en.pdf %
cte-en.html O cte-en.pdf o i O
< o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . . w
E e 16 E:gfesri?ﬁﬁg ‘(]juerg%(())o collateral/switches/catalyst-9500-series- T ollateral/switches/catalyst-9500-series- z hn:vi'iltlcwh\gs%g:rosf_ grgéglesr;/rﬁ]:/s?sr‘?ﬁ; (ﬁ:@gél%gr_al/ g
UE, 8 § bytes switches/nb-06-cat9500-ser-data-sheet- % switches/nb-06-cat9500-ser-data-sheet- % catQSOOYser- data-sheet-cte-en.pdf %
i cte-en.html O cte-en.pdf o i O
< o Debe soportar tasa https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . q 1T}
E < S 17 minima de reenvio de collateral/switches/catalyst-9500-series- E‘ ollateral/switches/catalyst-9500-series- z hnf‘;'i/t/m;:ros'f_grgégl_esr;ﬁ:ﬁ;?ﬁi (;]t:/s?gkljl_agzr_all g
UE, 8 § paquetes (Forwarding switches/nb-06-cat9500-ser-data-sheet- % switches/nb-06-cat9500-ser-data-sheet- % cat9500¥ser- data-sheet-cte-en.pdf %
Rate) de 900 Mpps. cte-en.html O cte-en.pdf o i O
Debe cumplir con los
siguientes RFC,
funcionalidades y
estandares:
+ RFC2460 (IPv6
Basic specification)
« RFC4291 (IPv6
Addressing
Architecture)
* RFC3484 (Default
Address Selection)
LRFC4193 (Unique https://www.cisco.com/c/en/us/products/
ocal IPv6 Unicast |lateral/switches/catalyst-9500-series-
Addresses (ULA)) cotal Y
switches/nb-06-cat9500-ser-data-sheet-
« RFC4443 (ICMPv6) . .
cte-en.html https://www.cisco.com/c/en/us/products/collateral/
8 - REC4862 (SLAAC) https://www.ci folen/usiproducts/ itches/catalyst-9500-series-switches/nbO6-
£ « RFC3810 (Multicast ) ps: cisco.com/c/en/us/products/c switches/catalys series-switches/n
L Listener Discover https://www.cisco.com/c/en/us/td/docs/s ollateral/switches/catalyst-9500-series- cat9500-ser-data-sheet-cte-en.pdf
g Versi y witches/lan/catalyst9500/software/releas | w| switches/nb-06-cat9500-ser-data-sheet- w w
& ersion 2 (MLDV2) /17- z cte-en.pdf 2| https:/fwww.cisco.com/clen/us/products/collateral/ | &
® 18 | for IPv6) ) ) el g .p £ ps: cisco.com/c/en/us/products/collatera g
8 « RFC2711 (Router- 3/configuration_guide/sec/b_173_sec_95 | 5 ) S| interfaces-modules/transceiver-modules/datasheet- | =
= Alert option) 00_cg.pdf Of https://www.cisco.com/c/en/us/td/docs/rou | © €78-736282.pdf (3}
2 < RFC1981 (Path MTU ters/ios/config/17-x/ip-addressing/b-ip-
(,3, Discovery) https://www.cisco.com/c/en/us/td/docs/s addressing/m_ip6-rfcs.html https://www.cisco.com/c/en/us/td/docs/routers/ios/
< RFC4861 (Neighbor W|tches/Ian/catalys;isoolsoﬁware/reIeas config/17-x/ip-addressing/b-ip-addressing.pdf
D;;g‘ggz 13/configuration_guidefip/b_1713_ip_95
: : 00_cg.pdf
(Deprecation of Type 0
Routing Headers in
IPV6)
« RFC3315 (DHCPv6
filtering)
* RFC4861 (Dynamic
"IPv6 Neighbor
solicitation/advertisem
ent" inspection /
Neighbor
Unreachability
Detection filtering)

PBX 57 (601) 3239300 Ext 1307
Calle 13 N° 31 - 75, Bogotd D.C. - Colombia
Acreditacion Institucional en Alta Calidad. Resoluciéon N° 023653 del 10 de diciembre de 2021

Linea de atencién gratuita

018000914410

www.udistrital.edu.co
udnet@udistrital.edu.co



A2 UNIVERSIDAD DISTRITAL

444 FRANCISCO JOSE DE CALDAS

Rectoria

Programa RED UDNET

DISPOSITIVO

ITEM

DESCRIPCION

« RFC4862 (IPv6
Stateless Address
Autoconfiguration)

« OSPFv3: RFC5340,
RFC4552 y RFC 5838
« |IEEE 802.1AB
LLDP

« IEEE 802.1D
Spanning Tree
Protocol

« IEEE 802.1p CoS
prioritization

« [EEE 802.1Q VLAN
« IEEE 802.1s RSTP

« IEEE 802.1w

« IEEE 802.1x

« IEEE 802.3ad LACP
« IEEE 802.3x

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

Switch Core 24 Puertos

19

El equipo debera
soportar capacidades
de generacion y
exportacion de flujos,
telemetria o metadatos
aplicables al analisis de
amenazas de
seguridad, incluyendo
Flexible NetFlow y
Encrypted Traffic
Analytics, ETA,
cuando esta
funcionalidad se
encuentre disponible
para la referencia
ofertada. El equipo
debera permitir su
integracion futura con
una plataforma Cisco
especializada de
analitica y seguridad
para apoyar el anélisis
de comportamientos
relacionados con
ataques de comando y
control, ransomware,
DDoS, malware
desconocido, amenazas
internas y trafico
cifrado.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9500-series-

switches/nb-06-cat9500-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-
switches/nb-06-cat9500-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf

CUMPLE

Switch Core 24 Puertos

20

El equipo debe ser
administrado a través
de CLI, WEB, SNMP,
SSH.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9500-series-

switches/nb-06-cat9500-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9500/software/releas
e/17-
3/configuration_guide/sec/b_173_sec_95
00_cg.pdf

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-
switches/nb-06-cat9500-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/swi
tches/lan/catalyst9500/software/release/17

9/configuration_guide/sec/b_179_sec_950
0_cg/configuring_secure_shell__ssh_.html

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9500/software/release/26-
x/configuration_guide/sys_mgmt/b_26x_sys_mgm
t_9500_cg.pdf

CUMPLE

Switch Core 24

Puertos

21

Debe tener luces
indicadoras de
multiples funciones
como estado del
equipo y estado de
puertos

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9500/hardware/instal
I/b_catalyst_9500_hig/9500-leds.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-
switches/nb-06-cat9500-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/

td/docs/switches/lan/catalyst95

00/hardware/install/b_catalyst_
9500_hig.pdf

CUMPLE

Switch Core 24

Puertos

22

El equipo debe contar
con minimo dos (2)
fuentes de poder de
minimo 650 W cada
unay deben ser
hotswap. Alimentadas
en un margen de
110VAC - 220 VAC

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9500-series-

switches/nb-06-cat9500-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-
switches/nb-06-cat9500-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9500/hardware/install/b_catalyst_9500_h
ig.pdf

CUMPLE

Switch
Core 24
Puertos

23

El MTBF ofrecido por
el fabricante debe ser

https://www.cisco.com/c/en/us/products/
collateral/switches/catalyst-9500-series-

ICUMPL|

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9500-series-

ICUMPL|

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9500-series-switches/nb-06-
cat9500-ser-data-sheet-cte-en.pdf

ICUMPL|
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E |s 3 3 b3
g | @| DESCRIPCION UBIE&?%%%:N:W%%EETA/ E| UBICACION EN LA PROPUESTA (N° | E|  UBICACION EN LA PROPUESTA (N E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
como minimo de switches/nb-06-cat9500-ser-data-sheet- switches/nb-06-cat9500-ser-data-sheet-
300000 h cte-en.html cte-en.pdf
2 Los equipos deben
< soportar e incluir
5 funciones de . .
a . .
3 programabilidad por httﬂs.//W\llyw._c|SEO.(/:om/Ic/en/us/prodqcts/ 4 htt[lzuls.//W\Ilyw.glsrc]&?om/f/en/us/prodqcts/c 4 https://www.cisco.com/c/en/us/products/collateral/ 4
> 24 | medio de scrinti collateral/switches/cata yst-9500-series- | | o ateral/switches/catal yst-9500-series- o itches/catalyst-9500-series-switches/nb-06- o
[ pting en s S| switches/catalys series-switches/n! s
I switches/nb-06-cat9500-ser-data-sheet- s switches/nb-06-cat9500-ser-data-sheet- S S
o Python y soporte de gy 3 cte-en.pdf 3 cat9500-ser-data-sheet-cte-en.pdf 3
S APIs (Application ) :
2 Programmable
@ Interfaces)
Debe estar en
capacidad de soportar e
w” incluir los siguientes
2 -
e protocolos de gestion y
[ automatizacion:
o NETCONF y/o https://www.cisco.com/c/en/us/products/ | W/ https://www.cisco.com/c/en/us/products/c | L . A w
S YANG, ZTP y/o Open | collateral/switches/catalyst-9500-series- z ollateral/switches/catalyst-9500-series- T https._/ ovorw.cisco.comclen/ l.JS/ prod_ucts/ collateralf z
[ 25 . 3 s N S| switches/catalyst-9500-series-switches/nb-06- =
S PnP y/o equivalente switches/nb-06-cat9500-ser-data-sheet- | 5| switches/nb-06-cat9500-ser-data-sheet- S Cat9500-ser-data-sheet-cte-en.ndf S
g que permita realizar cte-en.html O cte-en.pdf o P o
=] implementacion
H automatica de
dispositivos de red
(Switch) desde un
controlador SDN.
Los equipos deben
<
N estar en capacidad de . .
o PN https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
38 é formar un fab(lc tipo collateral/switches/catalyst-9500-series- z ollateral/switches/catalyst-9500-series- T https._/ ovorw.cisco.comclen/ l.JS/ prod_ucts/ collateralf z
5] 26 | SDN por medio de la 5 S y S| switches/catalyst-9500-series-switches/nb-06- s
53 virtualizacion de la red switches/nb-06-cat9500-ser-data-sheet- | S|  switches/nb-06-cat9500-ser-data-sheet- s cat9500-ser-data-shest-cte-en.pdf s
S ; cte-en.html O cte-en.pdf s} ' [}
H con mecanismos de
EVPN con VXLAN.
Los equipos deben
soportar las siguientes
funcionalidades tipo
SDN:
« Implementacion
automatizada tipo
Zero-Touch
« Visibilidad de
2 endpoints y usuarios
5 para funciones de
g troubleshooting: ! .
o P https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
§ 27 ¢nalmca§ Y collateral/switches/catalyst-9500-series- T ollateral/switches/catalyst-9500-series- | SRR eI IR | 2
® elemetria. q s : S| switches/catalyst-9500-series-switches/nb-06- s
s " switches/nb-06-cat9500-ser-data-sheet- | S|  switches/nb-06-cat9500-ser-data-sheet- S S
o * Politicas de sE-amii 3 cte-en.pdf 3 cat9500-ser-data-sheet-cte-en.pdf =
S segmentacion y ’ :
S microsegmentacion
Lz basadas en grupos de
objetos (IPv4 e IPV6).
« Soportar la
integracion con un
controlador tipo SDN
que simplifique la
administracion y
orquestacion de la
solucién.
o ., El equipo debe poderse § . : .
s 38 https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
g § 28 n‘:ﬁmaadraz”erﬁ Ccklzﬁ elolsg collateral/switches/catalyst-9500-series- o ollateral/switches/catalyst-9500-series- = hnsp\:;i/t/(:wh\gs\?g;tlasfosf—%rgol;{esr; l:i ?sr\il[:tli:%t:/s (;glljl?égr_all T
ea E e r?aj es para su switches/nb-06-cat9500-ser-data-sheet- % switches/nb-06-cat9500-ser-data-sheet- % catQSOOyse I-data-sheet-cte-en.pdf %
EN) ; cte-en.html o cte-en.pdf o R ]
D montaje.
< https://www.cisco.com/c/en/us/products/ https://www.cisco.com/c/en/us/products/c . n
; » Debe incluir cable de collateral/switches/catalyst-9500-series- | | ollateral/switches/catalyst-9500-series- w hnf;{{mg:s; %?ég’igﬁ:gp;?frc cr::/;gkljleggrall w
o O H W . - _ . _ H | o - | " - - . a a .
g £ 29 | conexién y accesorios switches/nb: Oitgigig(r)n ;ser data-sheet EEL switches/nb. O(Zlg?;zsr?[ﬂ] Iser data-sheet EEL Cat9500-ser-data-sheet-cte-en.pdf c§L
S& para apilamiento : 3 : 3 3
(% Oferta Economica Oferta Economica Otz Eianiite
N Los equipos deberan https://www.t_:lsco.com/c/en/us/prodl,l_cts/ https:/lwww.cisco.com/clen/usftd/docs/swi
g instalarse en GOl S B Ml it RS 4| tches/lan/catalysto500/software/release/17 | | https://www.cisco.com/clen/us/productsicollateral/ | =
8 £ configuracion de stack switches/nb-06-cat9500-ser-data-sheet- o 4 o (R y y IBfe o
5] 30 o s - S| switches/catalyst-9500-series-switches/nb-06- s
s& (apllgmlento), - Gl i) 2| 9/configuration_guide/ha/b_179_ha_9500 | =2 cat9500-ser-data-sheet-cte-en.pdf 2
§ mediante tecnologia o ~eapdf o ’ o
2 Stackwise con la https://www.cisco.com/c/en/us/td/docs/s -0
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ITEM

DISPOSITIVO

DESCRIPCION

solucion de Switch
Core Cisco Catalyst
9500-24Y4C de la
Universidad quedando
un Unico equipo légico
el cual deberé ser
administrando y
gestionado por una
Unica IP.

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

Cumplimiento

witches/lan/catalyst9500/software/releas
e/17-
9/configuration_guide/ha/b_179_ha_950
0_cg/configuring_cisco_stackwise_virtu
al.html

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Switch de Acceso 48
Puertos Multigigabit

Debe tener minimo 48
puertos Non-Blocking
para conector RJ-45
autosensing
10/100/1000 o
100/1000 MDIX con
PoE de 1100W de los
cuales minimo 12
deben ser Multigigabit
100/1G/2,5G/5G

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Puertos
"

IR

Switch de
Acceso 48

Debe tener minimo 4
puertos de uplink a
10G SFP+ para uplinks
de alta velocidad

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Switch de Acceso 48
Puertos Multigigabit

Deben soportar
configuraciones de
apilamiento de minimo
8 equipos (entre
Switches de Acceso de
la misma familia) y se
debe tener gestion de
los mismos por medio
de una Unica direccion
p

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Switch de Acceso 48 Puertos Multigigabit

Debe soportar los
siguientes protocolos:
* OSPFv3

* VRRPv3

* BGPv4

« ARP

* IGMPv3

* SNMPv3

« DHCP Server

* DHCP relay

* NTP

« Enrutamiento estatico
« Enrutamiento virtual
(VRF)

*« EVPN con VXLAN
*SSHv2

* ACL (IPv4 e IPv6)

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/16-
6/configuration_guide/ipvé/b_166_ipv6_
9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
6/configuration_guide/nmgmt/b_176_n
mgmt_9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/16-
11/configuration_guide/ip/b_1611_ip_93
00_cg.pdf

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/swi
tches/lan/catalyst9300/software/release/17

16/configuration_guide/ip/b_1716_ip_930
0_cg/configuring_dhcp.pdf

https://www.cisco.com/c/en/us/td/docs/swi
tches/lan/catalyst9300/software/release/17

18/configuration_guide/sec/b_1718_sec_9
300_cg/secure_shell_version_2_support.p
df

https://www.cisco.com/c/en/us/td/docs/swi
tches/lan/catalyst9300/software/release/17

16/configuration_guide/sec/b_1716_sec_9
300_cg.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9300/software/release/26-
x/configuration_guide/sys_mgmt/b_26x_sys_mgm
t_9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9300/software/release/26-
x/configuration_guide/ip_mcast_rtng/b_26x_ip_m
cast_rtng_9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9300/software/release/26-
x/configuration_guide/ip/b_26x_ip_9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9300/software/release/26-
x/configuration_guide/rtng/b_26x_rtng_9300_cg.p
df

Puertos

NV

DRAM minima 8GB

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Switch de | Switch de
Puertos

aa

FLASH minimo 16GB

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Puertos

Switch de
Acceso 48 |Acceso 48 | Acceso 48

El equipo debe ser
“non-blocking”, esto
es, que la matriz de
conmutacion permita
simultaneamente el

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE |CUMPLE [CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE |CUMPLE [CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Cumplimiento

CUMPLE CUMPLE

CUMPLE

CUMPLE

CUMPLE |CUMPLE [CUMPLE

Linea de atencién gratuita
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> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5
8 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
manejo de todos los
puertos a su méaxima
capacidad full daplex
sin bloquearse o sin
presentar
sobresubscripcion, es
decir que el equipo
soporte minimo 370
Gbps en switching
capacity, sin contar el
throughput del médulo
fisico de stack.
El switching capacity
LR 9 del stacking debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w . q w
% 2. 8 fisico de minimo 700 collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T httfvs\;iltl(:wh\g,s%;tlzros't(:- g?égesr;/ﬁ:/slr\?ﬁi iisgg%gr_au T
'§ § § 3 Ghps, que permita switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300Y59r- data-sheet-cte-en.pdf %
S tener hasta 8 cte-en.html O cte-en.pdf o . o
miembros.
@ . https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
% 2 8: 9 gg%%réagirrzgirgges collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hn:;{{mg:&g%gﬁg ?i?;&?;ﬁ:szg%g{au T
'§ § § E MAC switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Cat9300-ser-data-sheet-cte-en.pdf %
2 cte-en.html O cte-en.pdf o ! O
2R 9 Soportar minimo https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | A w
g 3 é . 32000 rutas IPv4 ARP co?lateraI/switches/catalyst-QSO%-series- z o‘IJIateraI/switches/catalyst—930%-series- T https._/ v, cisco.comiclen l.JS/ prod_ucts/ collateralf z
£ & o1 10 | plus learned routes — 5 S y S| switches/catalyst-9300-series-switches/nb-06- s
£8313 (24,000 directas y switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- s cat9300-ser-data-shest-cte-en.pdf s
DIy 8‘0(’)0 indirectas) cte-en.html O cte-en.pdf o (3}
@ . https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
% 2 8: 11 igggg?;::s'rg;no collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hn:;{{mg:&g%gﬁg ?i?;&?;ﬁ:szg%g{au T
'§ § § E enrutamiento en IPv6 switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300-ser-data-sheet-cte-en.pdf %
2 cte-en.html O cte-en.pdf o ! O
LR, https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
E g2 1 10 Soporte de Dual stack collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hn:;{(mg:si g?égesr;/ﬁ:/slr\?ﬁi iisgg%gr_au T
'§ § § E para IPv4/IPv6 switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Cat9300-ser-data-sheet-cte-en.pdf %
a3 cte-en.html o cte-en.pdf 8] ) o
9 Soporte de IPv6 y
2 h
;d é %, Eg:gzi;:?}s(;z:ieen httﬁs://www.pisco.com/c/en/us/produ_cts/ | https:/Awww.cisco.com/c/en/us/productsic | w https://www.cisco.com/clen/us/products/collateral/ o
¢ 52 | 13 | requiere desempefio collateral/switches/catalyst-9300-series- % ollateral/switches/catalyst-9300-series- % switches/catalyst-9300-series-switches/nb-06- %
cas in sob P switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- s 19300-ser-data-sheet-cte-en. pdf S
E23 sin sobresuscripcion emlin 3 cte-en.pdf 3 cal ser-data-sheet-cte-en.p 3
s para trafico y servicios
@ IPV6.
LR https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
g 3 é q 14 Soportar minimo 4000 | collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z https._//www.usco.com/c/en/ l.JS/ prot_iucts/collateral/ z
238 3 . S - S|  switches/catalyst-9300-series-switches/nb-06- s
£87° VLAN ID switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S Cat9300-ser-data-sheet-cte-en.pdf S
2RSS cte-en.html O cte-en.pdf O | O
LR https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
g : é 1 15 fDebe sogo_rtarlumbo collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T https._//www.usco.com/c/en/ l.JS/ prot_iucts/ collateral/ T
238 3 rame minimo de 9100 5 S - S| switches/catalyst-9300-series-switches/nb-06- s
£87° bytes switches/nb-06-cat9300-ser-data-sheet- | S|  switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf S
< 3 cte-en.html o cte-en.pdf o o
LR, Debe soportar tasa https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
52 £ 116 minima de reenvio de collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hnfmmg;ftﬁ%%ﬁigﬁ l:i ’_)Sra’[:tlfhtz/s (;glljlﬁgr_all T
£8 é E paquetes (Forwarding switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300¥ser— data-shest-cte-en.pdf %
2RSS Rate) de 270 Mpps. cte-en.html o cte-en.pdf o ) 8]
Debe cumplir con los
siguientes RFC,
= funcionalidades y https://www.cisco.com/c/en/us/products/
2 estandares: collateral/switches/catalyst-9300-series-
g « RFC2460 (IPv6 switches/nb-06-cat9300-ser-data-sheet-
% Basic specification) cte-en.html
= * RFC4291 (IPv6 https://www.cisco.com/c/en/us/products/c
a Addressing https://www.cisco.com/c/en/us/td/docs/s ollateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/td/docs/routers/ios/
§ Architecture) witches/lan/catalyst9300/software/releas w switches/nb-06-cat9300-ser-data-sheet- w config/17-x/ip-addressing/b-ip-addressing.pdf w
a 170" RFC3484 (Default e/16- o cte-en.pdf o o
K Address Selection) 6/configuration_guide/ipvé/b_166_ipv6_ % % https://www.cisco.com/c/en/us/products/collateral/ %
5 * RFC4193 (Unique 9300_cg.pdf O| https://www.cisco.com/c/en/us/td/docs/rou | O switches/catalyst-9300-series-switches/nb06- o
S Local IPv6 Unicast ters/ios/config/17-x/ip-addressing/b-ip- cat9300-ser-data-sheet-cteen.pdf
< Addresses (ULA)) https://www.cisco.com/c/en/us/td/docs/s addressing/m_ip6-rfcs.html
3 * RFC4443 (ICMPv6) witches/lan/catalyst9300/software/releas
S + RFC4862 (SLAAC) e/17-
‘% * RFC1981 (Path MTU | 15/configuration_guide/sec/b_1715_sec_
Discovery) 9300_cg.pdf
« RFC4861 (Neighbor
Discovery)
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ITEM

DESCRIPCION

« RFC3810 (Multicast
Listener Discovery
version 2 (MLDv2) for
1PV6)

* RFC2711 (Router-
Alert option)

« RFC5095
(Deprecation of Type 0
Routing Headers in
1PV6)

« RFC3315 (DHCPv6
filtering)

* RFC4862 IPv6
Stateless Address
Autoconfiguration

« OSPFv3: RFC5340,
RFC4552 y RFC 5838
« [EEE 802.1s

« IEEE 802.1w

« IEEE 802.1x

« IEEE 802.3ad

« IEEE 802.3af

« IEEE 802.3at

« [EEE 802.3x full
duplex on 10BASE-T,
100BASE-TX, and
1000BASE-T ports

« IEEE 802.1D
Spanning Tree
Protocol

« IEEE 802.1p CoS
prioritization

« [EEE 802.1Q VLAN
« IEEE 802.3u
100BASE-TX
specification

« IEEE 802.3ab
1000BASE-T
specification

« IEEE 802.3z
1000BASE-X
specification.

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

Switch de Acceso 48 Puertos Multigigabit

18

El equipo debera
soportar capacidades
de generacion y
exportacion de flujos,
telemetria 0 metadatos
aplicables al analisis de
amenazas de
seguridad, incluyendo
Flexible NetFlow y
Encrypted Traffic
Analytics, ETA,
cuando esta
funcionalidad se
encuentre disponible
para la referencia
ofertada. El equipo
debera permitir su
integracion futura con
una plataforma Cisco
especializada de
analitica y seguridad
para apoyar el anélisis
de comportamientos
relacionados con
ataques de comando y
control, ransomware,
DDoS, malware
desconocido, amenazas
internas y trafico
cifrado.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

CUMPLE

Switch

Acceso
40
.
(=]

El equipo debe poderse
montar en racks de 19
pulgadas e incluir los

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/hardware/instal
I/b_c9300_hig.pdf

ICUMPL

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-

ICUMPL

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb06-
cat9300-ser-data-sheet-cteen.pdf

ICUMPL
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o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5
3 = DESCRIPCION LINK A PAGINA WEB DEL E| UBICACION EN LA PROPUESTA (N° | E UBICACION EN LA PROPUESTA (N° E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
herrajes para su switches/nb-06-cat9300-ser-data-sheet-
montaje. cte-en.pdf https://www.cisco.com/c/en/us/td/docs/switches/la
n/catalyst9300/hardware/install/b_c9300_hig.pdf
LR, El equipo debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . . w
£ gL 20 | administrado a través collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hns;{{mg;f;;_%%g’zg L::g [—)sr\(/)v?tuc?z{s Sgkljlfggr_all T
'§ § % E de: CLI, WEB, SNMP, switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300-ser-data-sheet-cte-en.pdf %
ZE SSH. cte-en.html O cte-en.pdf O | O
Debe tener luces
LR 9 indicadoras de . - w|  https://www.cisco.com/c/en/us/products/c | L w
% 2 L. 21 mdltiples funciones Cthtt’():;é/smg{;f;sfgggﬁanrlgx;?gﬁ}cj:l T ollateral/switches/catalyst-9300-series- T https://www.cisco.com/c/en/us/td/docs/switches/la T
'§ § § E como estado del I/b_c9300_hig.pdf % switches/nb-06-cat9300-ser-data-sheet- % n/catalyst9300/hardware/install/b_c9300_hig.pdf %
S equipo y estado de - - O cte-en.pdf o o
puertos
El equipo debe contar
con minimo dos (2)
- fuentes de poder y
2 deben ser hotswap.
2 Alimentadas en un
£ margen de 110VAC -
s 220 VAC. La https://www.cisco.com/c/en/us/products/
8 configuracion conjunta | collateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
5 de las dos (2) fuentes switches/nb-06-cat9300-ser-data-sheet- oy https://www.cisco.com/c/en/us/products/c w switches/catalyst-9300-series-switches/nb-06- w
& 2 instaladas debera cte-en.html o| ollateral/switches/catalyst-9300-series- o cat9300-ser-data-sheet-cte-en.pdf o
? proporcionar un % switches/nb-06-cat9300-ser-data-sheet- % %
§ presupuesto PoE https://www.cisco.com/c/en/us/td/docs/s | © cte-en.pdf Of https://www.cisco.com/c/en/us/td/docs/switches/la | ©
S efectivamente witches/lan/catalyst9300/hardware/instal n/catalyst9300/hardware/install/b_c9300_hig.pdf
< disponible para los 1/b_c9300_hig.pdf
3 puertos del equipo
S igual o superior a 1100
'U§7 W, una vez atendido el
consumo interno
requerido para la
operacién del switch.
LR, EI MTBF ofrecido por | https://www.cisco.com/c/en/us/products/ | wf https://www.cisco.com/c/enfus/products/c | i . q w
£g£ o3 | ¢ fabricante debe ser collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnf;{{mg:f;gg%gﬁgr ?esg'-)sr\?vl?tuc?:/s 32:]'_%2?” T
£3 é E como minimo de switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300-ser-data-sheet-cte-en.pdf %
ZE 270000 h cte-en.html O cte-en.pdf O i O
o o Los equipos deben
Ny 3g soportar e incluir
§'9 funciones de https:// cisco.com/c/en/us/products/ | W| https:// cisco.com/c/en/us/products/c | W w
g2 programabilidad por PS:/TWWW.CISCO. U/ proc | htps:/Awww.cisco. us/produ 1| https://www.cisco.com/c/en/us/products/collateral/ | -
<3 o SO collateral/switches/catalyst-9300-series- | | ollateral/switches/catalyst-9300-series- o . . . o
g=S | 24| mediodescriptingen | g ichecinh-06-cat9300-ser-data-sheet- 2| switches/nb-06-cat9300-ser-data-sheet- | = SR R SR TG 3l =
=8 i)}/jtron y soporte de i 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
=R~ s (Application
23 Programmable
Interfaces)
Debe estar en
capacidad de soportar e
8 incluir los siguientes
§ protocolos de gestion y
> automatizacion:
=] NETCONF y/o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
§ % 25 YANG, ZTP y/o Open | collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnﬁﬂ{mggf%ﬁg%gﬁg ?:/s’_)sra’?ﬁ:?:/;ggﬁgr_av T
E = PnP y/o equivalente switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser- e g——— %
Py § que permita realizar cte-en.html O cte-en.pdf o P o
: implementacion
£ automatica de
2 dispositivos de red
(Switch) desde un
controlador SDN.
9 Los equipos deben
8,z estar en capacidad de X . X .
< g E, formar un fabric tipo T;ﬂ:émf;gﬁg;ggégipg%%gg:"Icet:/ § h2“2{émﬂ§ﬁg;g::;fﬁ?_gjgé%rzg:ﬁt:/c § https://www.cisco.com/c/en/us/products/collateral/ §
R . . . .
&g % \?i?ttla’l)ig;ggglgedleali o | switchesib-06-cat9300-ser-data-sheet- 2| switches/nb-06-cat9300-ser-data-sheet- | = swnchée;{ggt(]a(l))_/ssé—fg;(;:zi:Sts_—cst\gl_léihgzlfnb—06- =
§ 232 con mecanismos de cte-en.html 3] cte-en.pdf 3] i (s
@ EVPN con VXLAN.
9 Los equipos deben
2 o
8 838 Soport tar I_a\s mgwgntes https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
i § % 27 fsugrc\llpnalldades tipo collateral/switches/catalyst-9300-series- | | ollateraliswitches/catalyst-9300-series- T hnf;{{[mg;@tg%gﬁg l:zé ’-)sr\?v[:tuccht:/s 72:]'_%2?" z
cas < Impl tacion switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300-ser-data-sheet-cte-en.odf %
£2:2 mplementact cte-en.html o cte-en.pdf o P o
H automatizada tipo
@ Zero-Touch
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o AXITY MCO GLOBAL NETMASK
> 2 2 2
= 2 UBICACION EN LA PROPUESTA / -E’ - -5 A .5
8 E DESCRIPCION LINK A PAGINA WEB DEL E| UBICACION EN LA PROPUESTA (N° | E UBICACION EN LA PROPUESTA (N° E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
« Visibilidad de
endpoints y usuarios
para funciones de
troubleshooting:
Analiticas y
Telemetria.
« Politicas de
segmentacion y
microsegmentacion
basadas en grupos de
objetos (IPv4 e IPv6).
« Soportar la
integracion con un
controlador tipo SDN
que simplifique la
administracion y
orquestacion de la
solucidn.
https://www.cisco.com/c/en/us/products/c
L2 4 Debe incluir cable y https://www.cisco.com/c/en/us/products/ | w ollateral/switches/catalyst-9300-series- w . A w
58 % g | accesorios para collateral/switches/catalyst-9300-series- g switches/nb-06-cat9300-ser-data-sheet- g ht?v?/-i/t/cwh\évwslclgtl;f;i %?éffil’,?:gfﬁfcﬁ/;ﬁgﬁgra" §
% é(% E ; ip[::z;?(lfnto de minimo sw|tches/nb-Oi;:_a;ﬁfi}?tg;'lser-data-sheet- 8 cte-en.pdf 8 Cat9300-ser-data-sheet-cte-en.pdf 8
Oferta Ecénomica
Debe tener minimo 24
S= puertos Non-Blocking
RS para conector RJ-45
=) autosensing https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
é(’ 3 1 10/100/1000 o collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z https__/t/v'\:W\;V.CtIS:ZOA: gr;éx(:)/en/qs/proqtu x;ts/jogaégrall z
3= 100/1000 MDIX con switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % switc estgggoys § dat -sirlets-stWI C e;fn e %
=8 POE de 1100W de los cte-en.html o cte-en.pdf o ca SERCSheeL TN D o
£g cuales minimo 8 deben
2 ser Multigigabit
100/1G/2,5G/5G
N L Debe tener minimo 4 https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . q 1T}
g 22 19 puertos de uplink a collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnfﬂ{mggf%ﬁg%gﬁg ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
'§ § § E 10G SFP+ para uplinks | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser- g %
a3 de alta velocidad cte-en.html o cte-en.pdf o P o
Deben soportar
Sz configuraciones de
Ss apilamiento de minimo
ED 8 equipos (entre https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | L . q 1T}
<= 3 | Switches de Accesode | collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hllfs'!{mgizlcoég%gg; L_Jesg_)srot_ituccht:/;gkljli;gr_all z
3= la misma familia) y se | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Wi ca19300yser data shelet ctvg Ien df %
s 3 debe tener gestion de cte-en.html o cte-en.pdf o D Ry o
‘g 5 los mismos por medio
2 de una Unica direccion
1p
https://www.cisco.com/c/en/us/products/
colI_ateral/switches/catalyst-QSOO»series- hittps:/Awww.cisco.com/clen/us/products/c
SW|tches/nb-OG;cat%}?tO-lser-data—sheet- ollateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
cte-en.htm switches/nb-06-cat9300-ser-data-sheet- switches/catalyst-9300-series-switches/nb-06-
= sljigﬂ?ei?ggggt:)?olos https://www.cisco.com/c/en/us/td/docs/s cte-en.pdf CatosQpsendatasheeteieendi
E) « OSPFv3 wnches/Ian/catalys}fgoolsoftware/reIeas https://www.cisco.com/c/en/us/td/docs/swi https://www.cisco.com/c/en/us/td/docs/switches/la
g’ * VRRPvV3 6lconfiguratio n_gteji d e/_i pv6/b_166_ipv6_ tches/lan/catalyst9300/software/release/17 ) nlcat_alystQIi_OO/software/reIea.se/26-
§ * BGPv4 9300_cg.pdf ) ) - ) x/configuration_guide/sys_mgmt/b_26x_sys_mgm
2 « ARP - 16/configuration_guide/ip/b_1716_ip_930 t_9300_cg.pdf
e * IGMPv3 . . 0_cg/configuring_dhcp.pdf
§ * SNMPv3 Cvrltl’z?égm&;?;;gg&ggg&ggﬁgIceséz ;IJ ;IJ https://www.cisco.com/c/en/us/td/docs/switches/la ;IJ
s 4 | « DHCP Server /17~ S| https://www.cisco.com/c/en/us/td/docs/swi | = _n/cat_alyst93_00/§0ftware/reIease/26- ) s
3 * DHCP relay 6lconfiguration_guide/nmgmt/b_176_n 8 tches/lan/catalyst9300/software/release/17 8 x/configuration_guide/ip_mcast_rtng/b_26x_ip_m 8
] * NTP mgme_9300._cg.pdf - cast_rtng_9300_cg.pdf
£  Enrutamiento estatico = = 18/configuration_guide/sec/b_1718_sec_9
© « Enrutamiento virtual . re_shell_version_2 rt. https://www.cisco.com/c/en witches/I
3 (Ver:L;ta ento virtua htppsr;//\//s/lwv/\l.c|sx|:o4com/c//enf/tL‘1As’/td//dolcsls 300_cg/secure_she Efe sion_2_support.p ttps:// n/catacl;;g;golég/fiwl:rselltzic;cszllsze_tc es/la
g < EVPN con VXLAN | Witches/lan/catalysto300/software/releas xlconfiguration_guidefip/b_26x_ip_9300_cg.pdf
a% * SSH v2 11/confi n E/l.g' Jin/b 1611 ip 93 https://www.cisco.com/c/en/us/td/docs/swi
* ACL (IPv4 e IPV6) con |gurat|or(1)agtél ed'? = P tches/lan/catalyst9300/software/release/17 https://www.cisco.com/c/en/us/td/docs/switches/la
-cg.p - n/catalyst9300/software/release/26-
ttps:/www. cisco.com/c/en/us/td/docss 16/configuratior;aguidelsg?/b_lne_sec_g x/configuration_guide/ngg/b_zex_nng_%oo_cg.p
witches/lan/catalyst9300/software/releas -C0.p
e/17-
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o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ - -5 - -5
3 = DESCRIPCION LINK A PAGINA WEB DEL E| UBICACION EN LA PROPUESTA (N° | E UBICACION EN LA PROPUESTA (N° E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf
Y ., https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . q w
N v
E g - 5 | DRAM mini collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnps'.”WWW'C'SCO'ComIC/enIL.'S/ proQucts/coIIateral/ &
S8 3 minima 8GB q s - S| switches/catalyst-9300-series-switches/nb-06- s
8713 switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf S
2 cte-en.html O cte-en.pdf O . O
LY, https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . w
N v .
E 2 £ 6 | FLASH mini collateral/switches/catalyst-9300-series- | &| ollateral/switches/catalyst-9300-series- = [EEs s Eecioom s epiisbcductioollate U [
L33 minimo 16GB q s - S| switches/catalyst-9300-series-switches/nb-06- s
8713 switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf S
2 cte-en.html O cte-en.pdf O . O
El equipo debe ser
5 “non-blocking”, esto
) es, que la matriz de
2 conmutacién permita
3 simultaneamente el
% manejo de todos los
g s
£ puertos a su maxima hits: . . .
5 " . ps://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/enfus/products/c | . A w
& 7 gﬁ]p?ﬁ(')dﬁ;':slé c(i)uspiLex collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T htt:;{{mg::fos'tc_g?égig/r ?:g&?;ﬁ:szg%g{au T
N reseng v switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300Y59r- i g—— %
2 p N cte-en.html o cte-en.pdf o H (@]
4] sobresubscripcion, es
£ decir que el equipo
3 soporte minimo 270
£ Gbps en switching
'§ capacity, sin contar el
7] throughput del médulo
fisico de stack.
El switching capacity
2 ., del stacking debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | . A w
T N o«
52 2. 8 fisico de minimo 580 collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hn:;{{mg:fzg%gﬁz l:i [-’sral?tli:?:{a (;séli;gr_all T
‘§ § § 3 Ghbps, que permita switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % catQSOOYser— e T %
Dy tener hasta 8 cte-en.html O cte-en.pdf O P O
miembros.
2 o, e https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w . A w
T N«
g g Soportar minimo collateral/switches/catalyst-0300-series- | &| ollateral/switches/catalyst-0300-series- | & https:/iwww.cisco.com/c/en/usfproducts/collateral/ =1
S & o4 9 | 32000 direcciones 5 S - S| switches/catalyst-9300-series-switches/nb-06- s
£87° MAC switches/nb-06-cat9300-ser-data-sheet- | S|  switches/nb-06-cat9300-ser-data-sheet- s cat9300-ser-data-sheet-cte-en.pdf S
< 3 cte-en.html [S] cte-en.pdf 8] ) O
Soportar minimo . .
L, https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | w . A w
N
E 2 é 10 3?&?&;’;@2 Irz\;?eﬁfep collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hng;{{(mgzlwsf_%%gi’;/r ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
'§ § S 4 N switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Y’ %
533 (24,00_0 d_lrectas y gy 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
4 8,000 indirectas) ) )
2 o, o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w . A w
T N«
s2- 1 fggg(r)tarmlmmo collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- | SRR eI IR || 2
£8 33 rutas de switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cato300-ser-data-sheet- | =| SWitches/catalyst-9300-series-switches/nb-06- =
2 ;d a 3 enrutamiento en IPv6 i B cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf B
2 o, https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w . A w
T N«
£g£ 1o | Soporte de Dual stack | collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hns;{{mg;f%f_ggg;{zglr l:esé ’.)srff.‘tuccri/s t;gkljliggr_all z
£3 é E para IPv4/IPv6 switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300)-/ser— e g %
< 3 cte-en.html o cte-en.pdf o P O
2 Soporte de IPv6 y
8, = i IPv6 en A .
885 enrutamiento https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
i § é 13 p:éﬁg?;edézgﬁ; collateral/switches/catalyst-9300-series- § ollateral/switches/catalyst-9300-series- g hnf;{{(mg:f;: t;r;ég/esr;/rl:ipsr‘zt:ﬁ: ?Zssg%gral/ g
335 " N X K . -06-
::e % £ sin sobresuscripcion SW|tches/nb»Oi;giaiﬂg‘-ﬂser»data»sheet» 8 SW|tches/nb-06(;;::_1&9:(;3}%r-data—sheet- 8 cat9300-ser-data-sheet-cte-en.pdf 8
s = para tréafico y servicios ! °
@ IPV6.
2, https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
T N 0
ER-E= 14 | Soportar minimo 4000 | collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- a hlls\:filtlcwh\évws/éactlaslcoétc-%?églig/r ?:;%\Z?ﬁf;:’;gg%zr_av T
'§ § § 3 VLAN ID switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300¥ser— T g %
ZE S cte-en.html O cte-en.pdf O P O
LY, https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
T N 0
ER-E= 15 Rzrtﬁes;?ﬁﬁgiin;ggo collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- a hnfi{{[mg:fo;_%%g_egr L::g F-Jsr\?vc:tuc?:/s ml]l%gr_al/ T
'§ § %'— bytes switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser— e g %
ZE S Y cte-en.html o cte-en.pdf o P o
8 4 Debe soportar tasa https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c w B e ey e w
£g¢e: 1 | Minima de reenvio de collateral/switches/catalyst-9300-series- | @&| ollateral/switches/catalyst-9300-series- o fﬁitches/éatal 51-9300-59ries?switcheslnb-oe- o
£ 883 paquetes (Forwarding switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- 2 Y 2
2 ca 2 2 cat9300-ser-data-sheet-cte-en.pdf 2
ZE S Rate) de 200 Mpps. cte-en.html O cte-en.pdf O P O
E Debe cumplir con los https://www.cisco.com/c/en/us/products/ https://www.cisco.com/c/en/us/products/c . A .
<
§ S8 k siguientes RFC, collateral/switches/catalyst-9300-series- ;IJ ollateral/switches/catalyst-9300-series- ;IJ hnfjﬁ/flmf,'?ﬁgﬁﬂéﬁfﬁr‘%ﬁ/f‘{fuﬁ;gﬁ tersél]?s/ ;IJ
28 §: 17 | funcionalidades y switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- s 9 P 9/b-lp 9. s
2 3 a3 estandares: cte-en.html 2 cte-en.pdf 2 . A 2
DI q < RFC2460 (IPv6 o Ol https://www.cisco.com/c/en/us/products/collateral/ | ©
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9300_cg.pdf
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e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf
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Cumplimiento

switches/catalyst-9300-series-switches/nb06-
cat9300-ser-data-sheet-cteen.pdf

Switch de Acceso 24 Puertos Multigigabit

18

El equipo debera
soportar capacidades
de generacion y
exportacion de flujos,
telemetria o metadatos
aplicables al analisis de
amenazas de
seguridad, incluyendo
Flexible NetFlow y
Encrypted Traffic
Analytics, ETA,
cuando esta
funcionalidad se
encuentre disponible
para la referencia
ofertada. El equipo
deber4 permitir su
integracion futura con

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf
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dispositivos de red

o AXITY MCO GLOBAL NETMASK
> 2 2 2
E |= 3 3 b3
g | @| DESCRIPCION UBIE&?%%%:N:W%%EETA/ E| UBICACION EN LA PROPUESTA (N° | E|  UBICACION EN LA PROPUESTA (N E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
a 3 3 3
una plataforma Cisco
especializada de
analitica y seguridad
para apoyar el anélisis
de comportamientos
relacionados con
ataques de comando y
control, ransomware,
DDoS, malware
desconocido, amenazas
internas y trafico
cifrado.
. https://www.cisco.com/c/en/us/products/collateral/
2N @ E Er:oeruqtgrliz?ggispggirgse https:/Awmw, cisco.com/clenfusitdidocs’s w https://www.(_:isco.com/c/en/us/produ_cts/c w switches/catalyst-9300-series-switches/nb06- w
5 2 24 19 | puloadas e incluir los witches/lan/catalyst9300/hardwarefinstal | = ollateral/switches/catalyst-9300-series- a cat9300-ser-data-sheet-cteen.pdf o
£ 8 84 pulga chesflanicata ys Jnardwarefinsta % switches/nb-06-cat9300-ser-data-sheet- % %
U;) e b :f(;;?fz para su I/b_c9300_hig.pdf O cte-en.pdf O https://www.cisco.com/c/en/us/td/docs/switches/la | ©
Je. n/catalyst9300/hardware/install/b_c9300_hig.pdf
I, El equipo debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . q w
% 22 1 20 administrado a través collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hn:;{{mg:&g%gﬁg ?i?;&?;ﬁ:szg%g{au T
£8 81 de: CLI, WEB, SNMP, | switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- | = cat9300.ser-data.chect.cte.en. pdf =
2 SSH. cte-en.html O cte-en.pdf o i O
Debe tener luces
LF L4 indicadoras de . . w|  https://www.cisco.com/c/en/us/products/c | w
52 2. 21 multiples funciones :VtittpsH//mc;stlzoAfgsng}/;nr/gxt(:/(/ﬁ Ci/sl z ollateral/switches/catalyst-9300-series- z https://www.cisco.com/c/en/us/td/docs/switches/la g
‘§ § S 4 como estado del chesflanicata ys Jarcware/insta % switches/nb-06-cat9300-ser-data-sheet- % n/catalyst9300/hardware/install/b_c9300_hig.pdf %
- equipo y estado de L ONCES0ORNICpC O cte-en.pdf o (3}
3 quipo y p
puertos
El equipo debe contar
con minimo dos (2)
= fuentes de poder y
2 deben ser hotswap.
2 Alimentadas en un
S margen de 110VAC -
= 220 VAC. La https://www.cisco.com/c/en/us/products/
8 configuracion conjunta | collateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
5 de las dos (2) fuentes switches/nb-06-cat9300-ser-data-sheet- o https://www.cisco.com/c/en/us/products/c u switches/catalyst-9300-series-switches/nb-06- w
I 2 instaladas debera cte-en.html o[ ollateral/switches/catalyst-9300-series- o cat9300-ser-data-sheet-cte-en.pdf o
J proporcionar un % switches/nb-06-cat9300-ser-data-sheet- % %
§ presupuesto PoE https://www.cisco.com/c/en/us/td/docs/s | O cte-en.pdf Ol https://www.cisco.com/c/en/us/td/docs/switches/la | ©
S efectivamente witches/lan/catalyst9300/hardware/instal n/catalyst9300/hardware/install/b_c9300_hig.pdf
< disponible para los 1/b_c9300_hig.pdf
3 puertos del equipo
S igual o superior a 1100
'U§) W, una vez atendido el
consumo interno
requerido para la
operacion del switch.
LT 5 EI MTBF ofrecido por | https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | i . A w
52 @: 23 el fabricante debe ser collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hnf;{{(mg:foéﬁgr;ég{esgﬁ?:é?;‘z?ﬁ:ﬁ/;glljl%gr_all T
£3 é E como minimo de switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300¥ser— data-shest-cte-en.pdf %
< 3 310000 h cte-en.html o cte-en.pdf o ) o
Los equipos deben
< = A .
g .@ ?opo_rtar eéncluw
§ > unciones de https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
<= 2 E:ggirj‘ rcrl]:g::lrlidpat(ijnzoern collateral/switches/catalyst-9300-series- g ollateral/switches/catalyst-9300-series- g hnf;{{mg:f;f_ t;r;ég/esr;/rl:i;_)sr;t:ﬁ: chtzlsjglljlﬁgr_all %’
§ é Python y soporte de SW|tches/nb-ot;f;?ﬁg‘-ﬂser-data—sheet- 3 SW|tches/nb-Oeé::ea_terOg}ser-data—sheet- 3 cat9300-ser-data-sheet-cte-en.pdf 3
£35 APIs (Application ! P
& Programmable
Interfaces)
- Debe estar en
e capacidad de soportar e
g incluir los siguientes
Er - protocolos de gestién y
‘; 2 automatizacion: https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c w ttps:/Awww.cisco.com/clen/us/products/collateral/ w
2.2 NETCONF y/o collateral/switches/catalyst-9300-series- | & | ollateral/switches/catalyst-9300-series- o o § y . 3 o
8D |25 q s : S| switches/catalyst-9300-series-switches/nb-06- s
gE YANG, ZTP y/o Open | switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf s
> S PnP y/o equivalente cte-en.html o cte-en.pdf [®] (&)
2 que permita realizar
£ implementaci6n
2 automatica de
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o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5
3 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
(Switch) desde un
controlador SDN.
9 Los equipos deben
2 :
883 estar en capamfiatj de https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . . w
i § % 2% goémarﬁrnrzzzzgéép& collateral/switches/catalyst-9300-series- | &| ollateral/switches/catalyst-9300-series- T httfi{(mg;f%ﬁg%gﬁg ?:Q;?ﬁiﬁ:/s t;,gkljl_aggr_all g
cas N Por e switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- 2 S =
S< S virtualizacion de la red 2 2 cat9300-ser-data-sheet-cte-en.pdf 2
§ QS con mecanismos de cte-en.html O cte-en.pdf o (S}
@ EVPN con VXLAN.
Los equipos deben
soportar las siguientes
funcionalidades tipo
SDN:
« Implementacion
5 automatizada tipo
) Zero-Touch
2 « Visibilidad de
=l endpoints y usuarios
% para funciones de
S 5 .
§ 1?12:)552?3"'19' https://WWWA(_:isco.com/c/en/us/produ_cts/ w https://www.(_:isco.com/c/en/us/produ_cts/c w https:/www.cisco.com/clen/us/products/collaterall w
a 27 | Telemetria. col!ateraI/swnches/catalyst-9300-serles- o oIIfalteraI/swnches/catalyst—9300-serles- Z| " witches/catalyst-9300-series-switches/nb-06- o
J e switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- 2 Y’ 2
iy + Politicas de S]] 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
8 segmentacion y : i
£ microsegmentacion
3 basadas en grupos de
£ objetos (IPv4 e IPv6).
= « Soportar la
U;) integracion con un
controlador tipo SDN
que simplifique la
administracion y
orquestacion de la
solucién.
https://www.cisco.com/c/en/us/products/c
L, Debe incluir cable y https://www.cisco.com/c/enfus/products/ | w ollateral/switches/catalyst-9300-series- w . . w
§ % % {28 acgesorios para colI_ateral/switches/catalyst-QSOO»series- g switches/nb-06-cat9300-ser-data-sheet- g hnf;{{mg:f;f_ gr;églesr;/rl:ilr‘?\,[:ﬁ; ?Zssgﬁgr_au %’
% &‘3 E 3 ip;iz;\:(l)ento de minimo SW|tches/nb-ot;f;:iﬂg‘-ﬂser-data—sheet- 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
] Oferta Ecénomica
< Debe tener minimo 48
LRI uertos Non-Blockin https://www.cisco.com/c/en/us/products/ | W] https://www.cisco.com/c/enfus/products/c | i A w
% ;, e Eara conector RJ-45 o co?lateral/switches/catalyst-930%-series- T o?lateral/switches/catalyst—930%-series- T hnps._Ilwww.msco.comlclen/ L_Js/prot_iucts/collaterall T
288 |1 : 5 = . S| switches/catalyst-9300-series-switches/nb-06- s
£8£E autosensing switches/nb-06-cat9300-ser-data-sheet- | 5| switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf S
"< 2 10/100/1000 o cte-en.html O cte-en.pdf o o
100/1000 MDIX.
2, Debe tener minimo 4 https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
EERE 2 puertos de uplink a collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnfi{{m;‘;f%f_%%g’i’;/r ?:gf;?ﬁ?gz’;ggﬁgr_av T
-‘g § § q 10G SFP+ para uplinks | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser- data-sheet-cte-en.pdf %
" de alta velocidad cte-en.html O cte-en.pdf o i O
Deben soportar
@ configuraciones de
S apilamiento de minimo
L8 8 equipos (entre https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
é(’ a 3 Switches de Acceso de | collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T https._/ /whW\;v.uslco.c%r;ég/en/ l.JS/ pm[.‘uchtS/ 30::%:“" z
s la misma familia) y se | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % STEES e PRS- SIS ST -4 %
53 debe tener gestion de cte-en.html o cte-en.pdf ) CalSCOReRCalascebelesen bd] )
S & 9 p
‘g los mismos por medio
D de una Unica direccién
p
Debe soportar los https://www.cisco.com/c/en/us/products/ https://www.cisco.com/c/en/us/products/c
& siguientes protocolos: collateral/switches/catalyst-9300-series- ollateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
a * OSPFv3 switches/nb-06-cat9300-ser-data-sheet- switches/nb-06-cat9300-ser-data-sheet- switches/catalyst-9300-series-switches/nb-06-
£ * VRRPv3 cte-en.html cte-en.pdf cat9300-ser-data-sheet-cte-en.pdf
] - BGPv4
g * ARP https://www.cisco.com/c/en/us/td/docs/s w https://www.cisco.com/c/en/us/td/docs/swi w https://www.cisco.com/c/en/us/td/docs/switches/la w
g 4| IGMPv3 witches/lan/catalyst9300/software/releas | | tches/lan/catalyst9300/software/release/17 | o n/catalyst9300/software/release/26- o
g * SNMPv3 e/16- % - % x/configuration_guide/sys_mgmt/b_26x_sys_mgm %
£ « DHCP Server 6/configuration_guide/ipv6/b_166_ipv6_ | ©O| 16/configuration_guide/ip/b_1716_ip_930 | O t_9300_cg.pdf (&)
@ * DHCP relay 9300_cg.pdf 0_cg/configuring_dhcp.pdf
2 * NTP https://www.cisco.com/c/en/us/td/docs/switches/la
£ « Enrutamiento estatico | https://www.cisco.com/c/en/us/td/docs/s https://www.cisco.com/c/en/us/td/docs/swi n/catalyst9300/software/release/26-
H « Enrutamiento virtual | witches/lan/catalyst9300/software/releas tches/lan/catalyst9300/software/release/17 x/configuration_guide/ip_mcast_rtng/b_26x_ip_m
(VRF) e/17- - cast_rtng_9300_cg.pdf
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK
= £ £ £
£ 2 UBICACION EN LA PROPUESTA/ | -2 . 2 . 2
8 E DESCRIPCION LINK A PAGINA WEB DEL E| UBICACION EN LA PROPUESTA (N° | E UBICACION EN LA PROPUESTA (N° E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
* EVPN con VXLAN 6/configuration_guide/nmgmt/b_176_n 18/configuration_guide/sec/b_1718_sec_9
* SSH v2 mgmt_9300_cg.pdf 300_cg/secure_shell_version_2_support.p https://www.cisco.com/c/en/us/td/docs/switches/la
* ACL (IPv4 e IPv6) df n/catalyst9300/software/release/26-
https://www.cisco.com/c/en/us/td/docs/s x/configuration_guide/ip/b_26x_ip_9300_cg.pdf
witches/lan/catalyst9300/software/releas https://www.cisco.com/c/en/us/td/docs/swi
e/16- tches/lan/catalyst9300/software/release/17 https://www.cisco.com/c/en/us/td/docs/switches/la
11/configuration_guide/ip/b_1611_ip_93 - n/catalyst9300/software/release/26-
00_cg.pdf 16/configuration_guide/sec/b_1716_sec_9 x/configuration_guide/rtng/b_26x_rtng_9300_cg.p
300_cg.pdf df
https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf
X https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . . w
< @0
% 2 % 1 5 | DRAM minima 8GB collateral/switches/catalyst-9300-series- g ollateral/switches/catalyst-9300-series- § hns;{{mg;:@f_ g?égi:ﬁi?sr\?ﬁ; t;t:{;sél_aégr_al/ g
£ 834 switches/nb-06-cat9300-ser-data-sheet- switches/nb-06-cat9300-ser-data-sheet-
S ca 2 2 cat9300-ser-data-sheet-cte-en.pdf 2
(28 cte-en.html O cte-en.pdf o O
(e} https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . . w
< o
% 2 % 4 6 | FLASH minimo 16GB collateral/switches/catalyst-9300-series- g ollateral/switches/catalyst-9300-series- § hn:;{{mg:&g%gﬁg ?i?;&?;ﬁ:szg%g{au g
-‘g § E d switches/nb-06-cat9300-ser-data-sheet- | 5| switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.ndf S
(28 cte-en.html O cte-en.pdf o P O
El equipo debe ser
“non-blocking”, esto
s es, que la matriz de
8 conmutacién permita
] simultaneamente el
5 manejo de todos los
g s
T puertos a su maxima . . . .
" i https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . . w
% 7 gﬁ]pi?(l)dil‘i:r.lslé tzi)uspiLex collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z hn:;{{mg:f%f_g%giglr T:g\?ﬁ;ﬁ:{s igg_aggr_all z
2 d switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- = Y’ =
3 presentar i 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
< sobresubscripcion, es ! P
RS decir que el equipo
S soporte minimo 170
= Ghps en switching
» capacity, sin contar el
throughput del médulo
fisico de stack.
© El switching capacity
LR del stacking debe ser https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
59 9, 8 fisico de minimo 480 collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnfﬁ(mg;f%ﬁ%%gﬁgﬁ l:esé ’-)sr\?v[:tuc%t:/s (I:gkljl?égr_all z
£8 £ Gbps, que permita switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300)-/ser— e g %
ZE tener hasta 8 cte-en.html O cte-en.pdf ] P o
miembros.
X . https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
<
g 2 é 4 Soportar minimo collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z https._//www.usco.com/c/en/gs/prot_iucts/colIateral/ z
S & o4 9 | 32000 direcciones 5 S - S| switches/catalyst-9300-series-switches/nb-06- s
£ 834 MAC switches/nb-06-cat9300-ser-data-sheet- | S|  switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.pdf S
n < cte-en.html O cte-en.pdf O | O
< Soportar minimo . .
20T https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
<
% 2 e 10 3?&?&;’;@2 ITF:)\l{l‘tle'SA)R—P collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hnfﬂ{mggf%ﬁg%gﬁg ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
£88 b " switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- 2 Y’ 2
2 g (24,000 directas y o 8 df 8 cat9300-ser-data-sheet-cte-en.pdf 8
s 8,000 indirectas) Bl cte-en.p
2 ., . https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
s 229 1 fggg(r)tarmlmmo collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z https._//www.usco.com/c/en/ l.JS/ prot_iucts/collateral/ z
2834 rutas de switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % STHER e - e ST Al S %
% &J a enrutamiento en IPv6 SE-amii 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
(o) https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
TS 9
53 24 12 Soporte de Dual stack collateral/switches/catalyst-9300-series- o ollateral/switches/catalyst-9300-series- = hns;{ﬁmg;f%ﬁ%%gg; l:zé ;_)Sr‘?vtiitucchtzlsjgkljl_aégr_all T
£ 884 para IPv4/IPv6 switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- 2 4 2
2 oa 2 2 cat9300-ser-data-sheet-cte-en.pdf 2
(28 cte-en.html o cte-en.pdf o o
S Soporte de IPv6 y
s enrutamiento IPv6 en . .
8a https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w . A w
i 38 13 P:c;ﬂ\i,\eliriezedeyszgl:;;z collateral/switches/catalyst-9300-series- g ollateral/switches/catalyst-9300-series- g htts\:/i/t/cwh\glws/ﬁ;tlasIc;s-tcgr;é;/ir;/rliipsr\z?ﬁz %tz/;slljlaégrall E§L'
= § sin sobresuscripcion switches/nb Oitgltzaﬁtr)nlser data-sheet 3 switches/nb Oecfea-?nsogfser data-sheet; 3 cat9300-ser-data-sheet-cte-en.pdf 3
‘g 2 para tréafico y servicios ! P
@ IPv6.
22, https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
EEEE 14 | Soportar minimo 4000 | collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- a hlls;iltlcwh\évws/c'gtlzfoéigr;ég{ig/r L::‘g F_Jsra’t::g::/s 72:)'%2?” T
'§ § % VLAN ID switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300¥ser— T g %
(258 cte-en.html O cte-en.pdf O P O
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Rectoria

Programa RED UDNET

Puertos
Dot
=
[4;]

ITEM

DESCRIPCION

Debe soportar Jumbo
frame minimo de 9100
bytes

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

Acceso 48 | Acceso 48 | DISPOSITIVO

Switch de | Switch de

Puertos
"
=
[e2]

Debe soportar tasa
minima de reenvio de
paquetes (Forwarding
Rate) de 120 Mpps.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE [ CUMPLE | Cumplimiento

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE | CUMPLE | Cumplimiento

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

CUMPLE | CUMPLE | Cumplimiento

Switch de Acceso 48 Puertos Data

17

Debe cumplir con los
siguientes RFC,
funcionalidades y
estandares:

« RFC2460 (IPv6
Basic specification)

« RFC4291 (IPv6
Addressing
Architecture)

* RFC3484 (Default
Address Selection)

« RFC4193 (Unique
Local IPv6 Unicast
Addresses (ULA))

+ RFC4443 (ICMPv6)
« RFC4862 (SLAAC)
« RFC1981 (Path MTU
Discovery)

* RFC4861 (Neighbor
Discovery)

« RFC3810 (Multicast
Listener Discovery
version 2 (MLDv2) for
1PV6)

« RFC2711 (Router-
Alert option)

* RFC5095
(Deprecation of Type 0
Routing Headers in
IPV6)

« RFC3315 (DHCPv6
filtering)

« RFC4862 IPv6
Stateless Address
Autoconfiguration

« OSPFv3: RFC5340,
RFC4552 y RFC 5838
« [EEE 802.1s

« [EEE 802.1w

« IEEE 802.1x

« I[EEE 802.3ad

« IEEE 802.3x full
daplex on 10BASE-T,
100BASE-TX, and
1000BASE-T ports

« [EEE 802.1D
Spanning Tree
Protocol

« IEEE 802.1p CoS
prioritization

« [EEE 802.1Q VLAN
« IEEE 802.3u
100BASE-TX
specification

« IEEE 802.3ab
1000BASE-T
specification

« IEEE 802.3z
1000BASE-X
specification.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/16-
6/configuration_guide/ipv6/b_166_ipv6_
9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/rou
ters/ios/config/17-x/ip-addressing/b-ip-
addressing/m_ip6-rfcs.html

CUMPLE

https://www.cisco.com/c/en/us/td/docs/routers/ios/
config/17-x/ip-addressing/b-ip-addressing.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb06-
cat9300-ser-data-sheet-cteen.pdf

CUMPLE

Switch de Acceso

48 Puertos Data

18

El equipo debera
soportar capacidades
de generacion y
exportacion de flujos,
telemetria 0 metadatos
aplicables al analisis de
amenazas de

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

CUMPLE
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK

> 2 2 2

E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5

3 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E

é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.

[a) =1 = =1

O O O
seguridad, incluyendo
Flexible NetFlow y
Encrypted Traffic
Analytics, ETA,
cuando esta
funcionalidad se
encuentre disponible
para la referencia
ofertada. El equipo
debera permitir su
integracion futura con
una plataforma Cisco
especializada de
analitica y seguridad
para apoyar el anélisis
de comportamientos
relacionados con
ataques de comando y
control, ransomware,
DDoS, malware
desconocido, amenazas
internas y trafico
cifrado.

o El equipo debe poderse o elenusloroductsi https:l{\/\;1wvlv.citsclo.iogrggcéen/us/prodttlcrt]s/cloIk;%tgrall
QT . q wf  https://www.cisco.com/c/enfus/products/c | i switches/catalyst- -series-switches/nb06- w
g ; e montar en r_acks_de 19 ht'tps.//www.c|sco.com/c/en/usltd/d_ocsls z ollateral/switches/catalyst-9300-series- z cat9300-ser-data-sheet-cteen.pdf T
£g8 19 pulga_dasemclwrlos W|tches/|an/catalyst93OQ/hardwarellnstal % switches/nb-06-cat9300-ser-data-sheet- % %
U;) < § :f(;;?gz para su I/b_c9300_hig.pdf O cte-en.pdf O https://www.cisco.com/c/en/us/td/docs/switches/la | ©

. n/catalyst9300/hardware/install/b_c9300_hig.pdf
22X, El equipo debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . q w
% 2 24 20 administrado a través collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hnf‘;'i/t/m;:rzf_g?gg’igﬁ:ﬁ;?ﬁi (;]t:/s?gkljl_agzr_all T
£83 de: CLI, WEB, SNMP, | switches/inb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- | = e ot =
" SSH. cte-en.html O cte-en.pdf o i O
« Debe tener luces
LR indicadoras de . ; wi  https://www.cisco.com/c/en/us/products/c | W w
59 2 21 multiples funciones :thtt';;é{smg{zlc;sfgégg/;:r/gx::g&?ﬁ g ollateral/switches/catalyst-9300-series- g https://www.cisco.com/c/en/us/td/docs/switches/la %’
§ § £ como estado del /b 9300 hig.pdf S| switches/nb-06-cat9300-ser-data-sheet- S| nicatalyst9300/hardware/install/b_c9300_hig.pdf | 5
<3 equipo y estado de - -1g.p o cte-en.pdf [®] o
puertos
® El equipo debe contar https://www.cisco.com/c/en/us/products/
S con minimo dos (2) collateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
L8 fuentes de poder de switches/nb-06-cat9300-ser-data-sheet- w https://www.cisco.com/c/en/us/products/c w switches/catalyst-9300-series-switches/nb-06- o
& a 2 minimo 350 W cada cte-en.html o| ollateral/switches/catalyst-9300-series- o cat9300-ser-data-sheet-cte-en.pdf o
s unay deben ser % switches/nb-06-cat9300-ser-data-sheet- % %
5 5 hotswap. Alimentadas https://www.cisco.com/c/en/us/td/docs/s | © cte-en.pdf Of https://www.cisco.com/c/en/us/td/docs/switches/la | ©
‘g en un margen de witches/lan/catalyst9300/hardware/instal n/catalyst9300/hardware/install/b_c9300_hig.pdf
2 110VAC - 220 VAC 1/b_c9300_hig.pdf
2, EI MTBF ofrecido por | https://www.cisco.com/c/en/us/products/ | w)| https://www.cisco.com/c/en/us/products/c | . : w
E 2 29 23 el fabricante debe ser collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hng;{{(mgzlwsf_%%gi’;/r ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
'§ § § como minimo de switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser- e g——— %
5 < 370000 h cte-en.html 3 cte-en.pdf 3] P 3
o Los equipos deben
< soportar e incluir
% £ funcionesbq:e_d d https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c U hitos: /A A et
< o 2 progyaréwa e i. por collateral/switches/catalyst-9300-series- | &| ollateral/switches/catalyst-9300-series- a ps._tv'\:W\;v.ctlslco.tc%rgogenL_J prof tuch ?ob%eé\ra o
R g‘le 0 de scripting en switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- | =| SWHCnes/catalyst-9s0-series-switchesinb-0b- 2
=] ython y soporte de tegmy v 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
sa APIs (Application ! °
2 Programmable
Interfaces)
Debe estar en

& capacidad de soportar e

a incluir los siguientes

e protocolos de gestion y

E] automatizacion:

g NETCONF y/o https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c w s e e el w

g 25 YANG, ZTP y/o Open | collateral/switches/catalyst-9300-series- | | ollateral/switches/catalyst-9300-series- o pw'it h /' tal -t—9300- ri ,-)Wit hes/nb-06- o

2 PnP y/o equivalente switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % switchesicatalys series-switches 2

3 f I cat9300-ser-data-sheet-cte-en.pdf 2

£ que permita (gallzar cte-en.html o cte-en.pdf o o

@ implementacién

2 automatica de

£ dispositivos de red

H (Switch) desde un

controlador SDN.
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5
8 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
é FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
9 o Los equipos deben
2 S :
E é ?gtr?rr]:rnu%a[f):grlidca?is: https://www._cisco.com/c/en/ us/ produ_cts/ 4 https:// www.gisco.com/c/en/ us/ produ_cts/ cly https://www.cisco.com/c/en/us/products/collateral/ 4
s 8 26 | SDN por medio de la colI_aterallswnches/catalyst-9300-serles- o oIIfateraI/swncheslcatalyst-9300-serles- Z| " qwitches/catalyst-9300-series-switches/nb-06- o
= 5 DN por me switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- 2 Y =
2 virtualizacion de la red e i 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
s con mecanismos de ’ :
a EVPN con VXLAN.
Los equipos deben
soportar las siguientes
funcionalidades tipo
SDN:
« Implementacion
automatizada tipo
] Zero-Touch
g + Visibilidad de
] endpoints y usuarios
5 para funciones de
g troubleshooting: https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/enfus/products/c | w
2 Analltlca§ Y co?lateraI/switches/catalyst-QSO%-series- z o‘IJIateraI/switches/catalyst—930%-series- T https._/ ovorw.cisco.comclen/ l.JS/ prod_ucts/ collateralf z
2 27 | Telemetria. q s - S| switches/catalyst-9300-series-switches/nb-06- s
8 « Politicas de switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- s DY i g s
S 5 cte-en.html O cte-en.pdf [} P 3}
< segmentacion y
5 microsegmentacion
§ basadas en grupos de
= objetos (IPv4 e IPV6).
@ * Soportar la
integracion con un
controlador tipo SDN
que simplifique la
administracion y
orquestacion de la
solucién.
< https://www.cisco.com/c/en/us/products/c
2R T Debe incluir cable y https://www.cisco.com/c/en/us/products/ | w| ollateral/switches/catalyst-9300-series- w . . w
% 2 2 28 accesorios para collateral/switches/catalyst-9300-series- § switches/nb-06-cat9300-ser-data-sheet- g hng;{{mg::@f_ g@égi@ﬁ:ﬁ;&?ﬁ; iisgg%gr_al/ g
§ § £ apilamiento de minimo |  switches/nb-06-cat9300-ser-data-sheet- | =5 cte-en.pdf S Cat9300-ser-data-sheet-cte-en.pdf S
"< 1 metro. cte-en.html O o ) o
Oferta Economica
= Debe tener minimo 24
L3 puertos Non-Blocking https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
59 2 | | para conector RJ-45 collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z hnf;({mg:&f_%%gﬂ l:zé ’_)Sra’[:tlfhtz/s (;glljlﬁgr_all z
£ 8 £ autosensing switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300-ser-data-sheet-cte-en.pdf %
2] 10/100/1000 o cte-en.html o cte-en.pdf [®] ’ (&)
100/1000 MDIX.
o3 Debe tener minimo 4 https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
g (; é 10 puertos de uplink a collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T https._//www.usco.com/c/en/ l.JS/ prot_iucts/ collateral/ T
2383 : : S - S| switches/catalyst-9300-series-switches/nb-06- s
871 10G SFP+ para uplinks | switches/nb-06-cat9300-ser-data-sheet- | S|  switches/nb-06-cat9300-ser-data-sheet- s cat9300-ser-data-sheet-cte-en.pdf S
(28 de alta velocidad cte-en.html o cte-en.pdf o ) o
Deben soportar
N configuraciones de
S apilamiento de minimo
8w 8 equipos (entre https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
é(’ a 3 Switches de Acceso de | collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z hnps._/tlv'\:W\;v.ctlslco.tc%r;églen/ L.’S/ prot_itucr:s/?olljlegeé\rall z
g e la misma familia) y se | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % swite sst;ggofe-r- data-:;::ts-cstv:-lei ezfn had %
53 debe tener gestion de cte-en.html s} cte-en.pdf s} P o
= los mismos por medio
D de una Unica direccién
1p
Debe soportar los https://wwwm_:isco.com/clen/us/prodqcts/ hnps:llwww.gisco.comlclen/us/produ_cts/c )
o siguientss protocolos: col!ateral/swnches/catalyst-9300-serles- oII_ateral/swnches/catalyst-9300-serles- https:_//www.usco.com/c/en/l_Js/prot_iucts/colIateral/
= . OSPFv3 } switches/nb-06-cat9300-ser-data-sheet- switches/nb-06-cat9300-ser-data-sheet- switches/catalyst-9300-series-switches/nb-06-
a ; cte-en.html cte-en.pdf cat9300-ser-data-sheet-cte-en.pdf
2 * VRRPv3
5 ig}:w https://www.cisco.com/c/en/us/td/docs/s https://www.cisco.com/c/en/us/td/docs/swi https://www.cisco.com/c/en/us/td/docs/switches/la
i < IGMPV3 witches/lan/catalyst9300/software/releas w tches/lan/catalyst9300/software/release/17 w n/catalyst9300/software/release/26- w
N . : .
N 4 | - sSNMPY3 ) . e{le-_ . cEL ) ) - ) cEL x/configuration_guide/sys_mgmt/b_26x_sys_mgm c§L
§ « DHCP Server 6/configuration_guide/ipvé/b_166_ipv6_ | 5 16lconf|gurauon_»gmqellp/b_1716_|p_930 S t_9300_cg.pdf S
£ « DHCP relay 9300_cg.pdf o 0_cg/configuring_dhcp.pdf (&) ) ) o
g “NTP ) ) . https://www.cisco.com/c/en/us/td/docs/switches/la
P « Enrutamiento estético https://www.cisco.com/c/en/us/td/docs/s https://www.cisco.com/c/en/us/td/docs/swi n/catalyst9300/software/release/26-
£ « Enrutamiento virtual witches/lan/catalyst9300/software/releas tches/lan/catalyst9300/software/release/17 x/configuration_guide/ip_mcast_rtng/b_26x_ip_m
4% V;rFu amiento virtua e/17- - cast_rtng_9300_cg.pdf
S EVP)N con VXLAN 6/configuration_guide/nmgmt/b_176_n 18/configuration_guide/sec/b_1718_sec_9
mgmt_9300_cg.pdf 300_cg/secure_shell_version_2_support.p https://www.cisco.com/c/en/us/td/docs/switches/la
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 -5
3 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
[a) =1 = =1
O O O
* SSH v2 df n/catalyst9300/software/release/26-
* ACL (IPv4 ¢ IPv6) https://www.cisco.com/c/en/us/td/docs/s x/configuration_guide/ip/b_26x_ip_9300_cg.pdf
witches/lan/catalyst9300/software/releas https://www.cisco.com/c/en/us/td/docs/swi
e/16- tches/lan/catalyst9300/software/release/17 https://www.cisco.com/c/en/us/td/docs/switches/la
11/configuration_guide/ip/b_1611_ip_93 - n/catalyst9300/software/release/26-
00_cg.pdf 16/configuration_guide/sec/b_1716_sec_9 x/configuration_guide/rtng/b_26x_rtng_9300_cg.p
300_cg.pdf df
https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf
23 https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | L . q w
N
2% é 4 P collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- z https._/ IWWW.C|sc0.comlc/en/t_ls/prov_lucts/colIateral/ T
238 a3y 5 | DRAM minima 8GB 5 S y S| switches/catalyst-9300-series-switches/nb-06- s
£8¢7 q switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S S
3% S 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
23 https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
o~
2 2 é 4 P collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T https._/ ovorw.cisco.comclen/ l.JS/ prod_ucts/ collateralf z
28 a3 6 | FLASHminimo 16GB 5 S y S| switches/catalyst-9300-series-switches/nb-06- s
£8¢7 q switches/nb-06-cat9300-ser-data-sheet- | S| switches/nb-06-cat9300-ser-data-sheet- S S
33 o] 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
El equipo debe ser
“non-blocking”, esto
) es, que la matriz de
8 conmutacion permita
] simultaneamente el
S manejo de todos los
3 o
g puertos a su maxima . . . .
. p https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
§ 7 gﬁ]p?)?(')dide:rjslé (ci)uspilnex collateral/switches/catalyst-9300-series- Z| ol lateral/switches/catalyst-9300-series- T hns;({(mg;fos‘f_g%g{egr l::g [—,sr\(/)vdltli: ?::ls (I:gkljli’:g(ér_all T
4 resentcz]ir switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % catQSOO)-/ser— e frapp—" %
g Eobresubscripcién e cte-en.html o cte-en.pdf o P o
3 decir que el equipo
S soporte minimo 120
= Ghps en switching
@ capacity, sin contar el
throughput del médulo
fisico de stack.
< El switching capacity
Ly & del stacking debe ser https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
o~
% 2 2 g | fisico de minimo 420 collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hng;{{(mgzlwsf_%%gi’;/r ?:/s’_)sra’?ﬁ:?:/;ggﬁzr_av z
‘g § 2 Gbps, que permita switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser- e g——— %
"< § tener hasta 8 cte-en.html O cte-en.pdf o P o
miembros.
3N . https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
N 0
E PR 9 gg%%réaéirrz!!irgges collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hng;{{(mgzlwsf_%%gi’;/r ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
'§ g Sq ’ switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Y’ %
33 MAC gy 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
f] Soportar minimo . .
LI ® https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
o~
=9 9, 32000 rutas IPv4 ARP collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- | https:/Avww.cisco.comyclenfusiproductsicollateral/ | !
S & & | 10 | plus learned routes) — 5 S - S| switches/catalyst-9300-series-switches/nb-06- s
8¢ N switches/nb-06-cat9300-ser-data-sheet- switches/nb-06-cat9300-ser-data-sheet-
2S5 (24,000 directas y 2 2 cat9300-ser-data-sheet-cte-en.pdf 2
2] 8,000 indirectas) cte-en.html O cte-en.pdf o (3}
3N . https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
N 0
E PR 11 ?gggg?;{:s”yém collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- T hng;{{(mgzlwsf_%%gi’;/r ?:/s?;‘zt:ﬁ:cﬁ:/s?gg%gr_all T
'§ g Sq - switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Y’ %
33c enrutamiento en IPv6 gy 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf 3
[N https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
T N 0
EREE 1o | Soporte de Dual stack | collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- a hng;{{(mgzlwsf_%%gi’;/r ?:/s’_)sra’?ﬁ:?:/;ggﬁzr_av T
£ 854 para IPv4/IPv6 switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- 2 Y’ 2
2 ge cto-en himl 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
S o Soporte de IPv6 y
s 8 enrutamiento IPv6 en . . i i
29 hardware, ya que se hitps://www.cisco.com/clen/us/products/ | Ly https://www.cisco.com/clenfusiproductsic | W\ o nny cisco.comiclenfus/productsicollateral/ |
o 8 . = collateral/switches/catalyst-9300-series- | | ollateral/switches/catalyst-9300-series- o . . . o
S g |13 | requiere desempefio switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cato300-ser-data-sheet- | =| SWitches/catalyst-9300-series-switches/nb-06- 2
i incié =) > -ser-data- —Cte- =)
E § ;SJI:r ;c::)érfeizl:)s;régf\ll?gios ST 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf B
=
N IPV6.
o https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
T N
53 24 14 Soportar minimo 4000 | collateral/switches/catalyst-9300-series- o ollateral/switches/catalyst-9300-series- = hns;{{mg;f%ﬁ%%gg; l:zé ’_)Sr‘?v?tuccrtzlsjggﬁgr_au T
£ 884 VLAN ID switches/nb-06-cat9300-ser-data-sheet- | =|  switches/nb-06-cat9300-ser-data-sheet- 2 Y 2
H g Soem i 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf B
EE) Debe soportar Jumbo . . = . . | https://www.cisco.com/c/en/us/products/collateral/ | Z'
S 095 | ramemimmoseon | M conenisprodts | 8 o comeeshoient | 8 suheauhs o200 s suicesro 6. | =
< bytes Y 8 Y 8 cat9300-ser-data-sheet-cte-en.pdf 8
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Rectoria

Programa RED UDNET

DISPOSITIVO

ITEM

DESCRIPCION

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

Cumplimiento

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

Switch de
Acceso 24

Puertos
Dot
=
{2}

Debe soportar tasa
minima de reenvio de
paquetes (Forwarding
Rate) de 90 Mpps.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

CUMPLE

Switch de Acceso 24 Puertos Data

17

Debe cumplir con los
siguientes RFC,
funcionalidades y
estandares:

* RFC2460 (IPv6
Basic specification)

« RFC4291 (IPv6
Addressing
Architecture)

* RFC3484 (Default
Address Selection)

* RFC4193 (Unique
Local IPv6 Unicast
Addresses (ULA))

« RFC4443 (ICMPv6)
+ RFC4862 (SLAAC)
« RFC1981 (Path MTU
Discovery)

« RFC4861 (Neighbor
Discovery)

* RFC3810 (Multicast
Listener Discovery
version 2 (MLDv2) for
1PV6)

« RFC2711 (Router-
Alert option)

« RFC5095
(Deprecation of Type 0
Routing Headers in
IPv6)

« RFC3315 (DHCPv6
filtering)

« RFC4862 IPv6
Stateless Address
Autoconfiguration

» OSPFv3: RFC5340,
RFC4552 y RFC 5838
« IEEE 802.1s

« IEEE 802.1w

« [EEE 802.1x

« IEEE 802.3ad

« [EEE 802.3x full
diplex on 10BASE-T,
100BASE-TX, and
1000BASE-T ports

« IEEE 802.1D
Spanning Tree
Protocol

« IEEE 802.1p CoS
prioritization

« IEEE 802.1Q VLAN
« IEEE 802.3u
100BASE-TX
specification

« IEEE 802.3ab
1000BASE-T
specification

« IEEE 802.3z
1000BASE-X
specification.

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/16-
6/configuration_guide/ipvé/b_166_ipv6_
9300_cg.pdf

https://www.cisco.com/c/en/us/td/docs/s
witches/lan/catalyst9300/software/releas
e/17-
15/configuration_guide/sec/b_1715_sec_
9300_cg.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/td/docs/rou
ters/ios/config/17-x/ip-addressing/b-ip-
addressing/m_ip6-rfcs.html

https://www.cisco.com/c/en/us/td/docs/routers/ios/
config/17-x/ip-addressing/b-ip-addressing.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb06-
cat9300-ser-data-sheet-cteen.pdf

CUMPLE

Switch de Acceso 24

Puertos Data

18

El equipo debera
soportar capacidades
de generacion y
exportacion de flujos,
telemetria o metadatos
aplicables al analisis de
amenazas de
seguridad, incluyendo
Flexible NetFlow y

https://www.cisco.com/c/en/us/products/

collateral/switches/catalyst-9300-series-

switches/nb-06-cat9300-ser-data-sheet-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/switches/catalyst-9300-series-
switches/nb-06-cat9300-ser-data-sheet-
cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
switches/catalyst-9300-series-switches/nb-06-
cat9300-ser-data-sheet-cte-en.pdf

CUMPLE

PBX 57 (601) 3239300 Ext 1307
Calle 13 N° 31 - 75, Bogotd D.C. - Colombia
Acreditacion Institucional en Alta Calidad. Resoluciéon N° 023653 del 10 de diciembre de 2021

Linea de atencién gratuita

018000914410

www.udistrital.edu.co
udnet@udistrital.edu.co



/s UNIVERSIDAD DISTRITAL
-G£ FRANCISCO JOSE DE CALDAS

Rectoria

Programa RED UDNET

implementacion
automatica de
dispositivos de red
(Switch) desde un
controlador SDN.

o AXITY MCO GLOBAL NETMASK
> 2 2 2
E |s 3 3 b3
g | @| DESCRIPCION UBIE&?%%%:N:W%%EETA/ E| UBICACION EN LA PROPUESTA (N° | E|  UBICACION EN LA PROPUESTA (N E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
a 3 3 3
Encrypted Traffic
Analytics, ETA,
cuando esta
funcionalidad se
encuentre disponible
para la referencia
ofertada. El equipo
debera permitir su
integracion futura con
una plataforma Cisco
especializada de
analitica y seguridad
para apoyar el anélisis
de comportamientos
relacionados con
ataques de comando y
control, ransomware,
DDoS, malware
desconocido, amenazas
internas y trafico
cifrado.
. https://www.cisco.com/c/en/us/products/collateral/
f] El equipo debe poderse X . . N .
LY = montar en racks de 19 https:/f s || 5 https.//www.(;lsco.com/c/en/us/produ_cts/c w switches/catalyst-9300-series-switches/nb06- w
S 24 A h N o . o[ ollateral/switches/catalyst-9300-series- o cat9300-ser-data-sheet-cteen.pdf o
288 19 pulga_daselnclmrlos wnches/Ian/catalyst9309/hardware/lnstal % switches/nb-06-cat9300-ser-data-sheet- % %
% < § rrf(;;g‘fz para su L ONCES0ORNICpC o cte-en.pdf Ol https://www:.cisco.com/c/en/us/td/docs/switches/la | ©
Je. n/catalyst9300/hardware/install/b_c9300_hig.pdf
23 El equipo debe ser https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
T N 0
52 24 20 administrado a través collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hn:;{{mg:fzf_g%gﬁ:ﬁi ?;&?;?Zg?ﬁgﬁgr_a'/ T
fg § § [« de: CLI, WEB, SNMP, | switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % catQSOOYser— T prapp— %
" < SSH. cte-en.html O cte-en.pdf O P O
< Debe tener luces
L8 indicadoras de . . wf  https://www.cisco.com/c/enfus/products/c | i w
53 2 21 mdltiples funciones i STTERERETIEENEETEES || 5 ollateral/switches/catalyst-9300-series- T https://www.cisco.com/c/en/us/td/docs/switches/la T
2382 witches/lan/catalyst9300/hardware/instal | = . vy eardata.. ) s 3 q s
= como estado del /b c9300 hig.pdf S| switches/nb-06-cat9300-ser-data-sheet S| nicatalyst9300/hardware/install/b_c9300_hig.pdf S
"< § equipo y estado de - _nig.p O cte-en.pdf o o
puertos
3 El equipo debe contar https://www.cisco.com/c/en/us/products/
S o con minimo dos (2) collateral/switches/catalyst-9300-series- https://www.cisco.com/c/en/us/products/collateral/
3 g fuentes de poder de switches/nb-06-cat9300-ser-data-sheet- w https://www.cisco.com/c/en/us/products/c w switches/catalyst-9300-series-switches/nb-06- w
<2 22 minimo 350 W cada cte-en.html o[ ollateral/switches/catalyst-9300-series- o cat9300-ser-data-sheet-cte-en.pdf o
g unay deben ser % switches/nb-06-cat9300-ser-data-sheet- % %
5 § hotswap. Alimentadas | https://www.cisco.com/c/en/us/td/docs/s | © cte-en.pdf O| https://www.cisco.com/c/en/us/td/docs/switches/la | O
‘g en un margen de witches/lan/catalyst9300/hardware/instal n/catalyst9300/hardware/install/b_c9300_hig.pdf
» 110VAC - 220 VAC I/b_c9300_hig.pdf
o3 ElI MTBF ofrecido por | https://www.cisco.com/c/en/us/products/ | wf https://www.cisco.com/c/enfus/products/c | i . A w
T N
s28 o3 | ¢ fabricante debe ser collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- z httf;{{mgfz|C0;%%3@21?:@%?&?:’;gk‘;‘%zr.au T
£3 é como minimo de switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % ca19300)-/ser— e g %
n < 370000 h cte-en.html O cte-en.pdf O P O
< Los equipos deben
t; soportar e incluir
gt funciones de . .
L8 i https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
< e 2 pmrggsl Zﬁsggrlidatfilnpogn collateral/switches/catalyst-9300-series- T ollateral/switches/catalyst-9300-series- z htts;{{mg;r%ﬁ%%gﬁz l:esg ’_)Sr‘?v?tuccht:/;ggﬁzr_au T
s pting switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % Y %
= Python y soporte de SE-amii 3 cte-en.pdf 3 cat9300-ser-data-sheet-cte-en.pdf =
ea APIs (Application ’ :
2 Programmable
Interfaces)
Debe estar en
] capacidad de soportar e
a incluir los siguientes
e protocolos de gestion y
< automatizacion:
o NETCONF y/o https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | ! A w
< .
N 25 YANG, ZTP y/o Open | collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hnfi{{[mg:fo;_%%g_egr L::g F-Jsr\?vc:tuccr::/s ml]l%gr_al/ z
8 PnP y/o equivalente switches/nb-06-cat9300-ser-data-sheet- % switches/nb-06-cat9300-ser-data-sheet- % cat9300)-/ser— e g %
g que permita realizar cte-en.html O cte-en.pdf o P o
3
<=
S
2
(2]
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK
> 2 2 2
E 2 UBICACION EN LA PROPUESTA / -E’ -5 .5
3 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
% = FABRICANTE Ez PAGINA) Y OBSERVACIONES _g. PAGINA) Y OBSERVACIONES E.
o =1 S =1
O O O
gg cstar on Gapacidnd de . .
< E formar un fabric tipo https://www._msco.com/c/en/ us/ produ_cts/ 4 https:// WWW'?'SCO'CDm/C/en/ us/ produ_cts/ cly https://www.cisco.com/c/en/us/products/collateral/ 4
s 8 26 | SDN por medio de la colI_ateraIlswnches/catalyst-9300-serles- % oIIfateraI/swncheslcatalyst-9300-serles- L§L switches/catalyst-9300-series-switches/nb-06- %
h=}
s virtualizacién de la red switches/nb-06-cat9300-ser-data-sheet- | S|  switches/nb-06-cat9300-ser-data-sheet- S cat9300-ser-data-sheet-cte-en.ndf S
ea . cte-en.html o cte-en.pdf o p o
sy con mecanismos de
a EVPN con VXLAN.
Los equipos deben
soportar las siguientes
funcionalidades tipo
SDN:
« Implementacion
automatizada tipo
] Zero-Touch
g + Visibilidad de
] endpoints y usuarios
5 para funciones de
z troubleshooting: hitos: . . .
P ps://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
§ 27 ?;ZIrIT:IeCI??ay collateral/switches/catalyst-9300-series- z ollateral/switches/catalyst-9300-series- T hns;({(mg;fos‘f_g%g{egr l::g [—,sr\(/)vdltli: ?::ls (I:gkljli’:g(ér_all z
3 P switches/nb-06-cat9300-ser-data-sheet- | =| switches/nb-06-cat9300-ser-data-sheet- 2 Y 2
8 « Politicas de S 8 cte-en.pdf 8 cat9300-ser-data-sheet-cte-en.pdf 8
< segmentacion y ) )
5 microsegmentacion
§ basadas en grupos de
= objetos (IPv4 e IPV6).
@ * Soportar la
integracion con un
controlador tipo SDN
que simplifique la
administracion y
orquestacion de la
solucién.
< https://www.cisco.com/c/en/us/products/c
NS Debe incluir cable y https://www.cisco.com/c/en/us/products/ | w| ollateral/switches/catalyst-9300-series- w . . w
% 2 2 28 accesorios para collateral/switches/catalyst-9300-series- § switches/nb-06-cat9300-ser-data-sheet- g hng;{{mg::@f_ g@égigﬁ:ﬁ;&?ﬁ; (;::/;glljlggr_all g
§ § £ apilamiento de minimo |  switches/nb-06-cat9300-ser-data-sheet- | =5 cte-en.pdf S Cat9300-ser-data-sheet-cte-en.pdf S
"< 1 metro. cte-en.html O o ) o
Oferta Economica
_ Debe cumplir los https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | . A w
g E38 1 estandares de collateral/wireless/catalyst-9100ax- T ollateral/wireless/catalyst-9100ax-access- T h&?ﬁéﬁm&;;iiﬁ%gﬁgé L;’g"%?ﬁ::x\z:ﬁf;:_" T
£ & E comunicacion Wifi access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % 917 4-)s/eries-access- ointg- ds.ndf %
a/b/g/n/ac/ax access-points-ds.html [®] ds.pdf o P P &)
- https://www.cisco.com/c/en/us/products/collateral/
£ Debe funcionar en las https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c u wireless/catalyst-9100ax-access-points/wireless- w
a8 2 bandas de frecuencia collateral/wireless/catalyst-9100ax- o| ollateral/wireless/catalyst-9100ax-access- | & 9174-series-access-points-ds.pdf o
§ E 24GHz,5GHzy 6 access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % %
£ GHz. access-points-ds.html o ds.pdf Ol https://www.cisco.com/c/dam/assets/prod/wireless | O
/wireless-compliance-tool/index.html
5 Debe soportar minimo
S el siguiente ancho de
= banda en los siguientes | https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
fg 3 | estandares: collateral/wireless/catalyst-9100ax- z ollateral/wireless/catalyst-9100ax-access- T h&?fé{é%{;;iiﬁ%gfgﬁ Lése/spsr-oilijrf::;\?\zlrﬁ?sr:-l/ z
O * 802.11be access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % 917 4-)sleries-access- ointg- ds.ndf %
§ « 802.11ax access-points-ds.html O ds.pdf o P P o
8 « 802.11ac
< - 802.11n version 2.0
https://www.cisco.com/c/m/en_us/produ . . .
N ctsp/soﬁware/wireless-licensing»feaqure» https.//www.msco.com/c/en/us/td_/docs/w"
S o ) eless/controlIer/9800/conf_|g- .
g Debe soportar IPv4 - guide/b_wl_16_10_cg/new-configuration- W ) . i
= 1Pv6. dual-stack a ’ https:// . Iclenfus/tdidocs _ model.html | https://www.cisco.com/c/en/us/td/docs/wireless/co | —
S 4 Lo DS CISCO Comt s Ko o e IS S ntroller/9800/17-15/config- s
& nivel de hardware y ireless/access_point/feature-matrix/ap- % https: . . % 5 ) %
P software. e el 3 ttps.//www.msco.com/c/en/us/td/dt_)cs/wn 3 guide/b_wl_17_15_cg.pdf 3
§ eless/controller/9800/17-3/config-
< Monitor Catalyst 9800 WLC via gmde/b_wl_lz;sﬁ;: Ss/rr]n Hter:/]vllc_lpve_on_fl
SNMP.pdf - i
o https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
8ES 5 IJSbCeOE;nura del AP collateral/wireless/catalyst-9100ax- | ollateral/wireless/catalyst-9100ax-access- | & h&?ﬁéﬁm&;;ﬁ?g?ggfgg léselspsr_%il;g:zﬁzlrﬁfsr:_u z
& = omnidireccional access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % 0174-series-access-points-ds.odf %
i access-points-ds.html O ds.pdf O p HY O
o Debe soportar como https://www.cisco.com/c/en/us/products/ w https://www.cisco.com/c/en/us/products/c w https:/Awww.cisco.com/clen/us/products/collateral/ w
8ES 6 minimo una collateral/wireless/catalyst-9100ax- a| ollateral/wireless/catalyst-9100ax-access- | & wiréIesslcaialyst:glooax-access-poims/wireless- o
& = configuracion 2x2:2 en access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % 9174-series-access-points-ds.pdf %
2,4 GHz, 4x4:4en 5 access-points-ds.html o ds.pdf o i [S]
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Rectoria

Programa RED UDNET

o AXITY MCO GLOBAL NETMASK
> 2 2 2
£ 2 UBICACION EN LA PROPUESTA / -E’ -5 -5
8 E DESCRIPCION LINK A PAGINA WEB DEL = UBIQACION EN LA PROPUESTA (N° | E UBIQACION EN LA PROPUESTA (N° E
é = FABRICANTE E PAGINA) Y OBSERVACIONES g. PAGINA) Y OBSERVACIONES g.
a 3 3 3
GHzy 4x4:4en 6
GHz, con MU-MIMO
conforme con las
capacidades
oficialmente
soportadas por el
fabricante
https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | A w
2258 Debe soportar Eollateral/wireless/catalyst-QfOOax- z 0IIgterallwireIess/catalyst-9loogx-access- z hm.js:”WWW'C'SCO'ComIC/enI s/ prodL_Jcts/chIateral/ z
853 | 7 | beamforming o et s ey S| : 17 A coarine. | S| wireless/catalyst-9100ax-access-points/wireless- | S
L= b access-points/wireless-9174-series: points/wireless-9174-series-access-points A 5
= eamflex . =2 2 9174-series-access-points-ds.pdf 2
access-points-ds.html O ds.pdf O O
o https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | L . A w
§ £8 8 Enigﬁ::mgrﬁg: collateral/wireless/catalyst-9100ax- g ollateral/wireless/catalyst-9100ax-access- g h‘t,\t’?rséﬁmt'g;;‘;?‘;i%;iegéise/sirgi?ﬁ::xﬁI[';f;:" §
o o T ) H i _f . iac. H i _ " ioa.. - H _ = a | -
L= Gnicamente access: pomtS/Wl_reIess 9174-series: S points/wireless-9174-series-access-points S 9174-series-access-points-ds.pdf S
access-points-ds.html O ds.pdf O O
Debe poder realizar un
analisis de espectro de https://www.cisco.com/c/en/us/products/c
RF avanzado a través ollateral/wireless/catalyst-9100ax-access-
5 del Access Point o hnps://WWWAc|_sc0.com/c/en/us/products/ points/wireless-9174-series-access-points- https://www.cisco.com/clen/us/products/collateral/
S mediante la collateral/wireless/catalyst-9100ax- ds.pdf wireless/catalyst-9100ax-access-noints/wireless-
= Controladora access-points/wireless-9174-series- w w 017 4-Zeries-access- ointg- ds.ndf w
g 9 Inaldmbrica con el fin access-points-ds.html % https://www.cisco.com/c/en/us/td/docs/wir % p P %
@ de aprovgchar . . 2 eless/access_point/technical- 2| https://www.cisco.com/c/en/us/products/collateral/ | 2
2 tecnologias como https://www.cisco.com/c/en/us/products/ | O reference/cw9174-dg.html o e gt ey O
38 Wireless Intrusion collateral/wireless/adaptive-wireless-ips- T oy ma s%eet c78-5013§8 df
< Prevention System software/data_sheet_c78-501388.html https://www.cisco.com/c/en/us/td/docs/wir = = P
(wIPS) y Dynamic eless/controller/9800/17-15/config-
Frequency Selection o guide/b_wl_17_15_cg/m_awips.html
ChannelFly.
https://www.cisco.com/c/en/us/td/docs/wir
eless/access_point/technical-
_ reference/cw9174-dg.html
S https://www.cisco.com/c/en/us/products/ https://www.cisco.com/c/en/us/products/collateral/
'g Debe ser administrable collateral/_wirele_ss/catalyst-gloo_ax- - https:llwww.ciscu.cumlc/en/us/td/do_cs/wir W WireIess/catalystjglooax-acce§s-pointslwireless— -
= or CLI (SSH) access-points/wireless-9174-series- g eless/controller/9800/17-18/config- . 9174-series-access-points-ds.pdf 2
S 10 2NMPV1 2 3' Via access-points-ds.html S| guide/b_wl_17_18_cg/m_snmp_wireless_ | S s
P equino Cénfrolz dor 8 traps.pdf 8 https://www.cisco.com/c/en/us/td/docs/wireless/co 8
g quip : Monitor Catalyst 9800 WLC via ntroller/9800/17-15/config-
< SNMP.pdf https://www.cisco.com/c/en/us/td/docs/wir guide/b_wl_17_15_cg.pdf
eless/controller/9800/config-
guide/b_wl_16_10_cg/new-configuration-
model.pdf
_ Debe soportar https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
g E8 11 | alimentacion PoE collateral/wireless/catalyst-9100ax- z ollateral/wireless/catalyst-9100ax-access- T h&?fé{é%{;;iiﬁ%gfgﬁ L(J:Selsljsl:oilijr(]:::;\‘;\z:’léilfsr:—ll z
£ & E sobre el estandar access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % 917 4-)sleries-access- ointg- ds.ndf %
802.3at. access-points-ds.html O ds.pdf o P P O
- Debe contar con
£ minimo un (1) puerto https://www.cisco.com/c/en/us/products/ | w| https://www.cisco.com/c/en/us/products/c | w : w
O g
a g RJ-45 auto MDI/X, collateral/wireless/catalyst-9100ax- T ollateral/wireless/catalyst-9100ax-access- & PR IR, GO i L ol el T
g 2 12 auto-sensing access-points/wireless-9174-series- % points/wireless-9174-series-access-points- % W|relessécla;lall}s/:tr}2512?:2;2(_:(:2?;;5_()[;?5(/1\?|reless- %
g (100/1000/2500/5000 access-points-ds.html s} ds.pdf o P P o
BASE-T)
= https://www.cisco.com/c/en/us/products/ | | https://www.cisco.com/c/en/us/products/c | w . A w
§ £ 8 Rzgn_go de temperat_uras collateral/wireless/catalyst-9100ax- T ollateral/wireless/catalyst-9100ax-access- T hn;_Js.Ilwww.msco.comlclen/ us/prodL_Jcts/cqllateraI/ T
95 9 | 13 | minimas en operacion A 3 p s . . . . S| wireless/catalyst-9100ax-access-points/wireless- | S
g £ 0°C a50°C access-points/wireless-9174-series- S| pointsiwireless-9174-series-access-points- | 5 9174-series-access-points-ds.pdf S
access-points-ds.html o ds.pdf o P P o
£ Condiciones de A .
s . https://www.cisco.com/c/enfus/products/ | w| https://www.cisco.com/c/en/us/products/c | . A w
O
o8 14 'Ig;;e:%%;; |;|r]mas collateral/wireless/catalyst-9100ax- %‘ ollateral/wireless/catalyst-9100ax-access- %‘ h‘tlz?rse'ﬁmt'ac;;?gf%&eggfelsp;%?ﬁz\fﬁIrﬁteesrsall EEL'
8 = - access-points/wireless-9174-series- S| points/iwireless-9174-series-access-points- | 5 s sy s
&g ﬁggcegszzlnosr;w) access-points-ds.html 2 ds.pdf 3 9174-series-access-points-ds.pdf )
5 https://www.cisco.com/c/en/us/products/c
8 ollateral/wireless/catalyst-9100ax-access-
= https://www.cisco.com/c/en/us/products/ w points/wireless-9174-series-access-points- w s e e el w
E Debe soportar WPA, collateral/wireless/catalyst-9100ax- o ds.pdf o P : ' et . o
S 15 I 5 p S S| wireless/catalyst-9100ax-access-points/wireless- | =
a WPA2, WPA3 access-points/wireless-9174-series- S S 0174-series-access-points-ds.odf s
§ access-points-ds.html O| https://www.cisco.com/c/en/us/td/docs/wir | O p e (8}
S eless/access_point/technical-
< reference/cw9174-dg.html
Eo || oroncanin oo | ot aiiom | & Mmoo comoenispratuase | ) et s | 4
ﬁ -§ 16 | por la WIFI ) access»pointslwi_reless-g174»series» % points/wireless-917. 4-sgries-access-points- :§> 9174-series-access-points-ds.html %
8= A_LLIANCE para Wi- access-points-ds.html 2 ds.pdf 3 ) )
< Fi 7 (R1), Wi-Fi 6 https://www.wi-
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Rectoria

Programa RED UDNET

ITEM

DISPOSITIVO

DESCRIPCION

(R2), Wi-Fi 6E,
WPA3-R3, WPA3-
Suite B, Enhanced
Open Security

AXITY

MCO GLOBAL

NETMASK

UBICACION EN LA PROPUESTA /
LINK A PAGINA WEB DEL
FABRICANTE

Cumplimiento

https://www.wi-
fi.org/productfinder?keywords=9174&co
mpanies=101

Cisco Catalyst CW9174 - WiFi Alliance
Certificate143009 with WLC C9800-
L.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143004 with WLC C9800-
CL.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143002 with WLC C9800-
40.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143003 with WLC C9800-
80.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143005 with WLC 9800M.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143006 with WLC
9800H1.pdf
Cisco Catalyst CW9174 - WiFi Alliance
Certificate143007 with WLC
9800H2.pdf

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

Cumplimiento

UBICACION EN LA PROPUESTA (N°
PAGINA) Y OBSERVACIONES

fi.org/productfinder?keywords=9174&companies
=101

Access
Point
Outdoor

Debe cumplir los
estandares de
comunicacion Wifi
a/b/g/n/aclax

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/wireless/catalyst-9100ax-access-
points/nb-06-cat9124-ser-ap-ds-cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.pdf

Access
Point
Outdoor

Debe funcionar en las
bandas de frecuencia
24 GHzy5GHz

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

CUMPLE [CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/wireless/catalyst-9100ax-access-
points/nb-06-cat9124-ser-ap-ds-cte-en.pdf

CUMPLE [CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.pdf

Access Point
Outdoor

Debe soportar minimo
el siguiente ancho de
banda en los siguientes
estandares:

+ 802.11n version 2.0

« 802.11ac

« 802.11ax

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/wireless/catalyst-9100ax-access-
points/nb-06-cat9124-ser-ap-ds-cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.pdf

Access Point Outdoor

Debe soportar IPv4,
IPv6

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

https://www.cisco.com/c/en/us/td/docs/w
ireless/access_point/feature-matrix/ap-
feature-matrix.html

CUMPLE

https://www.cisco.com/c/en/us/td/docs/wir
eless/controller/9800/config-
guide/b_wl_16_10_cg/new-configuration-
model.html

https://www.cisco.com/c/en/us/td/docs/wir
eless/controller/9800/17-3/config-
guide/b_wl_17_3_cg/m_ewlc_ipv6_on_fl
ex_mesh.html

CUMPLE

https://www.cisco.com/c/en/us/td/docs/wireless/co
ntroller/9800/17-15/config-
guide/b_wl_17_15_cg.pdf

Access Point
Outdoor

La cobertura del AP
debe ser
omnidireccional.

https://www.cisco.com/c/en/us/td/docs/w
ireless/access_point/9124ax/install-
guide/b-hig-9124ax.pdf

Oferta Economica

CUMPLE

https://www.cisco.com/c/en/us/td/docs/wir
eless/antenna/installation/guide/ant2547vg
n.pdf

CUMPLE

https://www.cisco.com/c/en/us/td/docs/wireless/co
ntroller/9800/17-15/config-
guide/b_wl_17_15_cg.pdf

Oferta Ecénomica

Access Point Outdoor

Debe soportar
operacion simultanea
en las bandas de 2,4
GHz y 5 GHz, con una
configuracién minima
4x4:4 y MU-MIMO en
cada banda conforme
con las capacidades
oficialmente
soportadas por el
fabricante

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

CUMPLE

https://www.cisco.com/c/en/us/products/c
ollateral/wireless/catalyst-9100ax-access-
points/nb-06-cat9124-ser-ap-ds-cte-en.pdf

CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.html

Access
Point
Outdoor

Debe soportar
beamforming o
beamflex

https://www.cisco.com/c/en/us/products/
collateral/wireless/catalyst-9100ax-
access-points/nb-06-cat9124-ser-ap-ds-
cte-en.html

https://www.cisco.com/c/en/us/products/c
ollateral/wireless/catalyst-9100ax-access-
points/nb-06-cat9124-ser-ap-ds-cte-en.pdf

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.html

Access Point
Outdoor

Debe contar con cuatro
(4) antenas externas

https://www.cisco.com/c/en/us/td/docs/w
ireless/access_point/9124ax/install-
guide/b-hig-9124ax.pdf

Oferta Economica

CUMPLE |CUMPLE

https://www.cisco.com/c/en/us/td/docs/wir
eless/antenna/installation/guide/ant2547vg
n.pdf

CUMPLE |CUMPLE

https://www.cisco.com/c/en/us/products/collateral/
wireless/catalyst-9100ax-access-points/nb-06-
cat9124-ser-ap-ds-cte-en.html

Oferta Economica

PBX 57 (601) 3239300 Ext 1307
Calle 13 N° 31 - 75, Bogotd D.C. - Colombia
Acreditacion Institucional en Alta Calidad. Resoluciéon N° 023653 del 10 de diciembre de 2021

Cumplimiento

CUMPLE CUMPLE CUMPLE CUMPLE | CUMPLE

CUMPLE

CUMPLE |CUMPLE
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Debe poder realizar un
analisis de espectro de
RF avanzado a través
8 del Access Pointo https://www.cisco.com/c/en/us/products/
= mediante la -
5 Controladora collatergl/mreless/catalyst-E)lOOax- - . w ) ]
o P X access-points/nb-06-cat9124-ser-ap-ds- | | https://www.cisco.com/c/en/us/products/c | 2| https://www.cisco.com/c/en/us/products/collateral/ | -
13 Inaldmbrica con el fin o o o
g 9 de aprovechar cte-en.html S| ollateral/wireless/catalyst-9100ax-access- | S| wireless/catalyst-9100ax-access-points/nb-06- s
a tecnglo {2 Como 8 points/nb-06-cat9124-ser-ap-ds-cte-en.pdf 8 cat9124-ser-ap-ds-cte-en.html 8
8 Wireles% Intrusion Cisco Wireless Intrusion Prevention
£ Prevention System System Data Sheet.pdf
(wIPS) y Dynamic
Frequency Selection o
ChannelFly.
https://www.cisco.com/c/en/us/products/c
hittps://www.cisco.com/clen/us/products/ ollateral/wireless/catalyst-9100ax-access-
5 coilateral/wireléss/catalyst-E)lOOax- points/nb-06-cat9124-ser-ap-ds-cte-en.pdf
:-3 access-points/nb-06-cat9124-ser-ap-ds- httos:/Awww. cisco.com/c/en/us/td/docs/wir https://www.cisco.com/c/en/us/td/docs/wireless/co
3 Debe ser administrable cte-en.html w| MPs: y . § w ntroller/9800/17-15/config- w
- eless/controller/9800/17-18/config- - . —
E 10 | POr CLI (SSH), | guide/b wl 17 18 cg/m_snmp_wireless < QuItEDR R Repdf <
3 SNMPVL, 2,3y Via Cisco Catalyst 9124AX - Configure | | IR —tm—sg e P - 2 2
2 equipo Controlador Point-to-Point Mesh Link.pdf O ps.p Of https://www.cisco.com/c/en/us/products/collateral/ | ©
Q . .
8 ) ) ittps:/Awww.cisco.com/clen/usd/docsiwir wireless/catalyst-9100ax-access-points/nb-06-
< Monitor CaStaNI)’(jLQfLOfO WLC via eless/controller/9800/config- cat9124-ser-ap-ds-cte-en.html
P guide/b_wl_16_10_cg/new-configuration-
model.pdf
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o - - -
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g e | 14 |al00% con I — oints/nb»os-catglyz s-ser-an-ds- | =| Ollateral/wireless/catalyst-9100ax-access- | 5|  wireless/catalyst-9100ax-access-points/nb-06- S
§ le) condensacion P Seemln P 8 points/nb-06-cat9124-ser-ap-ds-cte-en.pdf 8 cat9124-ser-ap-ds-cte-en.html 8
< (condensing) i
3 e § Debe soportar el hng;’ém\f\;ﬁi?;g;ggfns/tu_ 59/%82:?15/ g https://www.cisco.com/c/en/us/products/c g https://www.cisco.com/c/en/us/products/collateral/ §
§‘6 2|15 estan darp|P67 e oints/nb-OG-cathyz 4oser-ap-ds- | = ollateral/wireless/catalyst-9100ax-access- | S|  wireless/catalyst-9100ax-access-points/nb-06- s
<3 P GEEn i P 8 points/nb-06-cat9124-ser-ap-ds-cte-en.pdf 8 cat9124-ser-ap-ds-cte-en.html 8
2= ‘g Debe soportar WPA h“g;i’ém\f\;ﬁi?;gg;gfns/tu_ g%gg:fls, g https://www.cisco.com/c/en/us/products/c g https://www.cisco.com/c/en/us/products/collateral/ §
§‘s 2|16 WPA2 \pNP A3 ' A oints/nb-OG-cathyz e || = ollateral/wireless/catalyst-9100ax-access- | S|  wireless/catalyst-9100ax-access-points/nb-06- s
<3 ' P cEemli P 8 points/nb-06-cat9124-ser-ap-ds-cte-en.pdf 8 cat9124-ser-ap-ds-cte-en.html 8
https://www.wi-
fi.org/productfinder?keywords=9124&co
mpanies=101
Cisco Catalyst 9124AX - WiFi Alliance
‘8' certificattWFA110437 with WLC
k=] . C9800-L.pdf
5 Debe cumplir con la q S
S certificacién generada CISco (_:gtalyst IR WL paiance 4| https://blogs.cisco.com/networking/certifia | = . 4
= 17 | por laWIFI g certificate WFA111159 with WLC % bly[iaweso?ne-cisco-catalyst-aps-o?ficialIy- % https://www.wi-fi.org/product- %
g - C9800-CL.pdf S Py oy S| finder?keywords=C9124AX&companies=101 S
; éiLGLIANCE para Wi Cisco Catalyst 9124AX - WiFi Alliance | O wi-fi-6-certified-by-wfa 3 )
§ certificattWFA111157 with WLC
< C9800-40.pdf
Cisco Catalyst 9124AX - WiFi Alliance
certificatt WFA111158 with WLC
C9800-80.pdf
Cisco Catalyst 9124AX - WiFi Alliance
certificate WFA111160 with EWC.pdf
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EVALUACION TECNICA HABILITADA HABILITADA HABILITADA

Asi mismo, las tres empresas presentaron la totalidad de requisitos técnicos habilitantes, los cuales
fueron verificados, asi:

Certificacion del fabricante

Certificacion de vigencia y soporte

Certificacion de vigencia y soporte del licenciamiento
Especificaciones técnicas

Certificaciones de experiencia

oo T

2. VALORES DE LA OFERTA ECONOMICA

Dado que las empresas MCO GLOBAL y NETMASK, son las unicas habilitadas juridica,
financiera y técnicamente, se presenta el comparativo de las ofertas:

ITEM PROPONENTE TOTAL COTIZACION
1 MCO GLOBAL S.AS. $ 893.127.595
2 NETMASK S.A.S $1.198.128.861

La propuesta de la empresa MCO GLOBAL S.A.S., esta dentro del presupuesto del proceso y es la
oferta de menor valor.

3. ASIGNACION DE PUNTAJES

Dado que las empresas MCO GLOBAL y NETMASK, son las Gnicas habilitadas juridica, financiera
y técnicamente, se presenta el consolidado de asignacion de puntajes:

- . MCO GLOBAL S.A.S. [ NETMASK S.A.S.
ltem Criterio - -
Puntaje Puntaje
1 | Propuesta econdémica 800 596,35
2 | Ofrecimientos técnicos adicionales 200 200
Total 1000 796,35

Nota: Las dos (2) empresas habilitadas ofrecen diez (10) Access Point Indoor adicionales de las
mismas caracteristicas técnicas de los equipos WLAN asociados al objeto contractual.
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Por las razones expuestas anteriormente, desde la Oficina Asesora de las tecnologias e Informacion vy el
programa RED UDNET se sugiere que el contrato sea adjudicado a la empresa MCO GLOBAL S.AS. ya
que cumple técnicamente con la totalidad de los requerimientos técnicos y es la oferta de menor valor.

Cordialmente,

aza Corredor

Jefe Oficina Asesora de las Tecnologias e Informacion

Gestor proyecto 8194

Nombre Cargo Firma
VoBo Yuleima Ortiz Zambrano | Lider Programa RED UDNET -1 @\\
Consolidé Stefany Arias CPS OATI UDNET Skhqﬁ
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